A TexHoONnOrMu
3alUnTbl OETEN

2 apORoH CPene B MUHTEPHETE
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NccnepoBaHme pUCKOB, C KOTOPbIMU CTankMBaloTCS
B CETU HECOBEPLUEHHONETHUE, @ TakXXe TEXHONOMUN
NX 3alUTbl KakK HUKOrga akTyanbHO cenyac, B 3roxy,
Korga BeCb MUP NepeLLen B OHNarH. B cuny
BO3pacTa U OTCYTCTBUS OMNbiTa AETU OCOBEHHO
ya3BUMbI 4119 Pas3NnYHOro pona kKubepnpecTyn-
HWKOB, MO3TOMY Mbl AOMXHbI YAENATH NOBbILLEHHOE
BHMMaHME Mx 6€30NacHOCTU B UHTEPHETE.

KaxeTcs, 4yTo Bonpoc 6e3onacHOCTU geTen

B UHTEPHETE HMKOrga He OyneT ndydeH Ao KOHLa,
BeOb KaXablv rog, N gaxe Kaxabi Mecsl,

Mbl HabngaeM NOsiBNEHME HOBbIX YrPO3.
CeropHslwHWe puckn TpaHchopmMmpytoTcs,
pacKpbIBalOTCA U YCUNUBAIOTCS NOA BANSHUEM
TEXHOMNOrMYeCKNX TPEHAOB U FNOOanbHbIX
n3MeHeHUn B obuecTtse. Kak Mbl MOXeM obecne-
YnTb 6€30MacHOCTb AETEN B MHTEPHETE U 3alUNTUTb
X OT PUCKOB, KOTOPbIE HAaCTYNaT 3aBTpa?

OTOT BOMPOC HYXHO 06CYyXaaTb Ha BCEX YPOBHSX:
OT ObITOBOTO, B pamMkKax KaxaoW CEMbM, 40 FOCy-
LAPCTBEHHOrO, pa3BuBas NPOCTPaHCTBO A4
COBMECTHOW OTBETCTBEHHOCTN 3a 6€30MacHOCTb
peten. Hanpumep, VIT-paspabotymkam HEO6X0oMMO
CKOHLIEHTPUPOBATbLCS Ha puUckax, MPOTUBOAENCTBUE

HoBbin unpposom Mmp
NOMMUMO OYEBUAOHbIX
NMOCOB TauUT B cebe
HemMaso OrnacHoOCTeMWN,
OCOOEHHO ONna aeTen
N NOOPOCTKOB.

KOTOPbIM HEAOCTATOUYHO 3PPEKTUBHO. A BrUsHecC

N BCe KOMMepYeckne npeanpusaTnsg AONXKHbI
cpoenatb 6€30NacHOCTb AeTen NPUOPUTETOM,
yunTbiBas €€ ellé Ha cTagmm pas3paboTky NnponykTa.
OTOenbHO HYXHO OTMETUTb POSib UHCTUTYTOB
obpasoBaHua. Ha mown B3rnag, UMEHHO OHUW OOMXKHbI
CTaTb LEHTPaMU 3KCNEePTN3bl NO 3TON TEME.

Oco6eHHO BaXxHO pa3BmMBaTh Y AETEN HABbIKMU
LMPPOBON FUrMEHBI N 6E€30MAaCHOIO NCMONb30BaHMUS
nHTepHeTta. OgHako no-HacToswemy 3dPeKTUBHO
3aWUTUTb eTen OT KN6EPPUCKOB N MPEAOTBPaTUTL
NX NOSIBIEHNE MOXHO TOMbKO O6beaMHUB YCUINS
BCEX 3aMHTEepeCcOBaHHbIX CTOPOH. Takas paboTa
yXe BefgeTcs B paMkax AnbsHca rno 3awmte geTen

B LMPOBON CPeAe, OAHUM U3 yYpeanTenemn
koToporo ctan «Poctenekom». KomnaHum-
OCHOBAaTeNu anbsiHca NpunaratT MakCUMyM YCUINN
ONs co3paHus 6e3onacHom 1 6naronpusTHOm
uMdpoBOV Cpedbl, AENATCSA NYYLWNMN NPaKTUKaMm

M HOBEMLWMMU pasdpaboTkaMu BO 6/1aro cambix
MOMOAbIX YIEHOB POCCUNCKOro obLiecTBa. YBepeH,
BMECTe KpyrnHeunwme poCcCMNCcKUe KoMnaHmm
CMOTYT CO3AaTb NO-HaCTOSALWEMY 61aronpuaTHYIO
cpeny ans pa3BuTus, obyyeHns n 6e3onacHoro
O6LUeHVs oeTen B BUPTyanbHOM MPOCTPaHCTBEY.

Muxann OceeBckun,
npeangeHT NAO «Poctenekom»

BeepeHue

KnioueBble
BblBOAbI

Knéeppwncku
anga peten
U NoapoOCTKOB

KpVIMVIHa.ﬂVISHLWIﬂ, BTArmBaHmne
B KPUMUHaNbHbI€ NPaKTUKN

MapkeTuHroBoe pgaBneHue,
pycKoBaHHbIe AE€HEXHbIE
OTHOLLEHNS

JlnyHoCTHas aTaka,
ncuxonornyeckoe Hacunune

Lindpposas akcnnyataums,
ucnonb3oBaHue pebeHka ans
co3aaHusl LMPPOBOro KOHTEHTa

MHdopmaumoHHoe paBneHue,
UHPopMaLus, He NpeaHa3HaYeHHas
Ana geten n NogpocTKOB

Appuvkums, dopmuposaHme
3aBUCUMOCTU OT UHTEPHET-Cpeabl

TexHonormn4yeckue
pelleHus no sawmTe
OEeTEN B UHTEPHETE

Puckn
B 6ynyuiem

PekomeHpaumn
cTeukxongepam

MeTopgonorusa

O6 aBTOpax
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(BeBepeHue)

NHTepHET CTaHOBUTCSH HEOTHEMITIEMOW YaCTblO
Hallen X13HU. YPOBEHb NMPOHNUKHOBEHUS MHTEPHETA
B Poccumn — 89 %, a 310 129,8 13 145,9 MunnnoHos
YyenoBek, NPUYeM TN N HECOBEPLUEHHONETHNE
cocTaBnsoT 21,8 % OT HaceneHmsa cTpaHbl.

3a 2021 rog konn4yecTBO NONb30OBaTENEN
WHTEepHeTa yBenuuunochb Ha 4,7 %.! eTtn
ByKBanbHO «pPOXAaloTCs CO CMapTGOHOM B pyke»
N aKTUBHO MOJb3YIOTCS MHTEPHETOM, MPU 3TOM

OHWN OTHOCSHTCSH K Hanbornee ys3BUMON KaTeropum
nonb3oBaTenem: UX KOrHUTUBHbIE CMTIOCOBHOCTH,
MUPOBO33PEHNE N HAaBbIKWU KPUTUYECKOTrO

MbILLMEHUS HaXxo[sATCa B npouecce GOpMUPOBaHMS.

KonuuecTtBo npecTynneHun B kubepnpocTpaHcTBe
pacTeT. C KaxablM AHEM NOSIBNAIOTCS HOBblE

MEeXaHWKW, NpeacTaBnsolme yrposy ans netemn
N NOAPOCTKOB B UHTEPHETE, a CTapble METOAbI
3alunThbl NnepecTatoT paboTaTtb. IOMUMO cembM,
LUKOJSIbl M MPAaBOOXPaHUTENbHbIX OPraHOB
BaXHbIMU 3/1IEMEHTaMU 3alnTbl AeTEN
cTaHoBaTca NT-pelieHns, BCTPOEHHbIE B
NPUBbIYHYIO LUPPOBYIO CPEeaY: MOUCKOBbLIE
CUCTEMbI, CoLManbHble CETU, KOMMYHMKa-
LWNOHHbIE CEPBUCHI, UTPbI.

PazpaboTka TeEXHONOrMYeCckUx MeETOOOB
3alWKNTbl AeTeN, HanpaBneHHbIX

Ha obecneyeHne nx 6e30MnacHOCTN B OHManH-
cpene, Hepa3pbIBHO CBA3aHa C U3y4YeHneMm
KM6eppurCKOB, MPeACTaBNSIOWMX YIPO3y

AN HECOBEPLUEHHONETHUX.

NccnepoBaHne «TexHONOrmm 3aWwnTbl geTen

B MHTEPHETE» NPOBOAMNOCH C okTa6pa 2021 ropa
no anpenb 2022 ropa. B pamkax uccnegosaHus
Obln NPOBEeAEH aHanna3 KN6eppmnCKoB ONa geten

N NOAPOCTKOB, N3YyYEHblI TEXHONOIMYEeCKne Mepbl
NO NPOTUBOAENCTBUIO KNGeppuckam, onpeneneHsol
PUCKN, C KOTOPbIMU HECOBEPLUEHHONETHNE MOTYT
CTONIKHYTbCS B ByaylieMm, a Takxe npennoxeHsbl
peKkoMeHaaummn ansa CTENKXoNaepos.

pucka KNacTepoB

1 Digital 2022 Global Overview Report»,
We Are Social, Hootsuite, 2022

pVCKOB B OyOyLleMm

>>

>>

>>

>>

>>

B ocHoBe nccneposaHusa ucnonb3osancs
NCKYCCTBEHHbIA NHTENNEKT (MalwnHHoe
oby4yeHune). NpeactaBneHHas nHbopmauns

W BblBOAbI NOMy4YeHbl C MPUMEHEHUEM
UHTEeNnneKTyanbHOM aHanINTUY€CKON CUCTEMBI
BbISIBIEHNS HOBbIX PbIHKOB, NE€PCNEKTUBHbIX
TEXHONOrMN U METOA0B UX NCMONb30BaHUA
TeqViser. KnacTepHbin aHanu3 npoBoauncs
Ha OCHOBe Bbl6OpPKM, BKOYaloWwen 6onee

21 TbiICYM Hay4HbIX paboT.

Ha ocHoBe aHanunaa 6onee 500 ncTOYHNKOB
nuTepaTtypbl 66110 BbiSBNEHO 23 puUcka,
yrpoxaiowmx 6e3onacHOCTM AeTen n NnogpoCTKOB

B UHTepHeTe. [lna onpepeneHns cTeneHn onacHOCTU
pUCKOB N 3¢PEKTUBHOCTU TEXHONOTNYECKUX
peLleHnn No NPOTMBOAENCTBUIO UM Obina gaHa
3KCMNepTHas oueHKa OT NpUrnaweHHbIX K uccnepo-

BaHMIO CneunannucToB B obnacTtun knéepbesonacHoOCTH,

OETCKOMN NMCUXONOrnm n COLMOISIOrnn.

B pamMkax U3y4eHuns TEXHONOrMYECKMX Mep

no NPOTUBOAENCTBUIO Knbeppuckam gnsa geteun
M NOApPOCTKOB 6bINIO NpoaHanM3MpoBaHo bonee
300 nateHTOB, KOMNaHun u NT-peweHun

B obnactu kubepbesonacHoCTu geTen

n nopgpocTkos. [1o pe3ynbTaTtam aHannsa 6bino
cbopmMmnpoBaHo 8 knacTepoB TEXHONOIMYECKUNX
pelweHnn.

Ha ocHoBaHuM cyllecTBYIOWMX PUCKOB U psaa
TPEHAOB, NPOANKTOBAHHbIX TEXHOIOITMYECKMNMMU,
coumasnbHbIMU U FeOMNONUTUYECKUMN N3MEHEHUAMM,
6binm onpepeneHbl 10 obnacTten, B KOTOpbIX 6yayT
dopmMUpoBaTbLCA PUCKN AN HECOBEPLUEHHONETHNX
B 6nmxanwem byayLiem.

Mo peaynbTatam nccnepgoBaHus 6binmn
npennoxeHbl pekoMeHpaunm gnsa CTeMKxXonnepos,
HanpaBneHHble Ha ycuneHue 6e3onacHoCTU geten
N NOAPOCTKOB B UHTEPHETE.

BeepeHue
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(Knio4vesblie)
BbIBOA,bl

Camble onacHble pUCKU
CBSI3aHbl C MCUXONMOrNYEeCKNM
Hacunnem Hapg pebeHKOM

NMPUMUTUBHbIM JINYHOCTHbIM aTakaM U CHUXaTb
NX 06bEM, HO HEe CNOCO6HbI npenoTBpaTuTb aTakun
CO CTOPOHDI 60/bLLOro KonM4yecTBa 3N0OYyMbIWNEH-

Pucku, npepcraBnsiolwme cobom pesynbraT
arpeccrBHOro CTONKHOBEHUS MexXay noabMu,
NMEIOT BbICOKYIO CTEMEHb ONMacHOCTW.

MNpn 3TOM TEXHONOIrNYECKME peLleHns
LOCTaTOYHO PasBUTbI, YTOObLI MPOTMBOCTOATh

HWKOB UNTN TEX, KTO XOPOLWO OoCBeEAOMNEH
O nNpuHUmMnax pa6OTbI TeEXHONornn.

PelweHnsa, cBa3aHHbIE

C dunbTpaymen KOHTeHTa

N 3alLNTON OeTen OT OHNanH-
MOLEeHHMYecTBa, Nnpopabo-
TaHbl Nydle opyrunx

Hanbonee adpdekTnBHO paboTaloT MeToabl
3alMTbl OT PUCKOB, CBsI3aHHbIE C dunbTpaumen
1 6N1OKNPOBKOM KOHTEHTa NOpHOrpadpuruyeckoro

peLleHns, HanpaBneHHble Ha MPOTMBOOENCTBUE
3TUM puUckam, BCTPOEHbI B PYHKLIMOHaN cpasy
HECKOIbKMX KNacTepOB TEXHONOMMYECKMX Mep
60pbObI (CMCTEMbBI POAUTENBCKOTrO KOHTPONS,
WHTEPHET-PUNBLTPDI), @ TaKXe NPUCYTCTBYIOT
HenocpencTBeHHO Ha nnaTdopmax,
NPEeAOCTaBNAIOWNX LUPPOBON KOHTEHT.

N HaCUNbCTBEHHOIO XapakTepa, a Takxe
C NpenoTBpaLLEHNEM CllyYaeB OHNamH-
MOLLUEHHNYECTBA N PacnpPOCTPaHeHMs
onacHbIX ToBapoB. TexHonornyeckune

A

KnioyeBble BbIBOAbI

Puckn, cBsizaHHble C MIHPOPMALNOHHBIM

M MapKeTUHrOBbIM AaBfeHNEM, BOBNEYEHNEM
LeTen B PUCKOBAHHbIE OEHEXHbIe OTHOLLEHMNS,
a Takxe pacnpocTpaHeHneMm gesnHdopmaumm
W KOHTEHTa, HEe NpegHa3Ha4YeHHoro Ans

geTen n NnogpocCTKOB, B 3HAYUTENbHON

HepooueHeHbl puckn, CBA3aH-
Hble C MHGOPMALMOHHbIM
N MapPKETUHIOBbIM AaBfEHNEM

CTeneHn HeJoOLEHEHbIl. XOTs CTENKXONAepb!
NHGOPMUPOBaHbI 0O UX HaNM4YUK, HEO6XOOMMO
noBbIWeHne LnMdpoOBON FPaMOTHOCTH

B 061acTu Ux NpodunakTukm, a Takxe
KOHCconupaLmm ycunuim co CTOPOHbI BCEX
BOBNEYEHHbIX CTOPOH.

B cpenHecpoyHOM nepcnekTuee oxmngaeTcs
yCUIEHNE PUCKOB, CBA3AHHbIX C Pa3BUTUEM
BMPTYyanbHOW peanbHOCTUN U MeTaBCENEHHbIX
(pocT BAnAHNS LMPPOBbLIX NHMIOEHCEPOB,
HOBbl€ BO3MOXHOCTM B3aVMOAENCTBNS MEXAY
B3POCNbIMU U [,ETbMW); UCKYCCTBEHHOTO

Pucku 6ygyuiero TpebyioT
0CcOo60ro BHMMaHuUs

WHTENNeKTa Kak MHCTPYMEHTa NpecTynHOW
OEeATEeNbHOCTU U TEXHONOMNN BOCNUTaHUS;
pOCTOM LMdPOBOro paspbisa, MHPOPMaLMOHHbIX
BOWVH 1 LMPPOBOM U30NALNN; HOBBIMW YrpO3amu
NPMBaTHOCTN N NEepPCOHaNbHbIM AaHHbIM
(undpoBon cnepn, bromeTpwms).

PasBuTne TexHonornm kak nopoxgaowmx Knéep-
PWCKW, TaK U HanpaBneHHbIX Ha 60pPbOY C HNUMMU,
NPONCXoaNT KpanHe anHammnyHo. B npouecc noucka
peweHnn B aTon chepe JOMKHO ObiTb BOBMEYEHO
MHOXEeCTBO Cy6bekTOB. [pn 3TOM CTENKXONAEPSI

Bopbba ¢ knubepyrposzamu
TpebyeT B3anmMoaencTeums
MHOXEeCTBa CTENKXONOEPOB

LOJIXHbI ObITb CBOGOOHbLI B MPOSIBAEHUN UHULMA-
TMBbI U 3KCNepuMeHTUpoBaHuu. NMpouecc 6yneT
no-HacTtosuemMy 3pPeKkTUBHbIM B TOM Clyvae,
ecnun oynet copMUpPOBaHO MPOCTPAHCTBO
COBMECTHOW OTBETCTBEHHOCTU 3a peaysbTaT.



Knéeppuckn
ana petTeuv
N NOOPOCTKOB
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>>  KIIACTEPbI PEJIEBAHTHbIX
HAYYHbIX PABOT

Knactepusaums npegcraenseT cobom
pasdneHne BbIGOPKM OOBEKTOB Ha NOA-
MHOXEeCTBAa, Ha3blBaeMble KlacTepamu,
Tak, YTO6bI KaXabI KNacTep coCToaN

N3 cxoxux obbekTos. Kaxpas Touka

Ha kapTe npeacTaBnsgeT cobon OgHy

M3 HayYHbIX CTaTen, KOTOpble O6bEeANHEHDI
B KnacTepbl MO NPUHA[MEXHOCTH

K onpeneneHHon TemaTuke.

Bcero 6bino BbigeneHo 33 knacTepa
peneBaHTHbIX Hay4HbIX paboT. K Hanbonee
KPYMHbIM K/1acTepam, NpuBneKkaoLnm
BHMMaHWe nccnegosaTenemn, MOXHO
OTHECTU: KNOEPOYNNNHT, UHTEPHET-
3aBUCUMOCTb U PUCKU CEKCYaNlbHOrO
XxapakTepa (oomoraTtenbcTBa,
nopHorpadunyeckmm KOHTEHT), Tpad-
dUKMHI, a TakXe pUCku, kacatowmecs
6e30MacHOCTN NEPCOHaNbHbIX
OaHHbIX geTen.

33

knactepa
peneBaHTHbIX
Hay4HbIX paboT

3aTteM Mbl NpoaHanmManpoBann donee

500 oTeyeCTBEHHbIX U 3apyHEXHbBIX UICTOYHUKOB
nuTepaTypbl, B pe3ynbTaTe Yero Bbiaenunm

23 Kkno4YeBbIX KN6eppucka o9 HECOBEPLUEHHO-
NEeTHUX 1 crpynnupoBanu nx B 6 6nokKos.

3aBUCUMOCTb OT MHTEPHETA

YnotpebneHne mapuxyaHbl

LLIkonbHbIN GYNANHT

CTyneHTbI-
MeaOuKun

Lndposas
NPUBATHOCTb

[lepcoHanbHblIe
OaHHblE

Peknama

[paxpoaHoBegeHne

[1] Kubeppucku ana gpeten n nogpocTkos

ﬂpo6neMH_

CO CHOM

SOMOUMOHaNnbHbIN

" .. dOH

CeKcyaanoe Hacunume

CeKkCTUuHr

Cekc-
Tpaduk

be3onacHocTb peten



KpumnHanuzauus,
BTArMBaHue

B KPUMWHanNbHbIE
npaKkTUKn

MapkeTnHrosoe
oaBrieHue,
PUCKOBaHHbIE
OEHEXHble
OTHOLLEHUS

JInyHocTHaga aTaka,
NMCUXONOrnyeckoe
Hacunue

BosneueHue peten
B KPUMMHasnbHble
cooblecTBa

MNpopaxa 3anpeLeHHbIX
TOBapPOB M yCnyr

Papnkanunsaunsa
N 9KCTPEMU3M

Tpadpdunknur

MHTepHeT kak kaHan
cObITa TOBapOB, ONacHbIX
AN XWU3HU 1 300POBbS
neteun

MNpoaBUHYTble METOAMKMN
MapKeTuHra

TeMHble naTTepPHbl

OHNanH-MOWEeHHUYECTBO

Knbepobynnuur
CrankuHr
PyMuHr

CekcyanbHble
[oMoraTenbcTsa

Lindposas
akcnnyaTtauus,

NCNonb3oBaHne
pebeHka ons
CO30aHuns LMdpoBOro
KOHTEHTa

NHbdopmaumoHHoe
naBreHue,
nHdopmauus,

He npefHa3Ha4YeHHas
Ong neten

N NOOPOCTKOB

Apouvkums,
dopmmnpoBaHmne
3aBMICUMOCTM
OT MHTEPHET-
cpeapbl

[okcuHr

CospaHue n pacnpocTpaHeHne
MaTepuranos C OETCKON
nopHorpadunemn

Kpaxa, c6op

N aKCnnyaTaums
NepCOHanbHbIX aHHbIX

LLlepeHTuHr

KoHTeHT, cogepxawnm
CLeHbl Hacunns

MNopHorpadunyecknmn
KOHTEHT

Hes3nHdopmauuns

OnacHble TPEeHObI
n vyenneHpXxwu

ANropuTMbl yaepxaHus
BHUMaHUS

NrpoBasa 3aBMCUMOCTb
N36bITOYHOE

MCnosb3oBaHne
NHTEepHeTa
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>>

CTENEHb 3AWLNWLEHHOCTH

15 [1] Kubeppucku ana gpeten n nogpocTkos
KAPTA PUCKOB
KOHTEHT, coaepxalinm [NopHorpadpunyeckmnm
CLIEHbI HacUUS ﬁ KOHTEHT
NHTepHeT kak kaHan cobiTa 2 [popaxa 3anpeLlteHHbIX
TOBapOB, ONacCHbIX 414 N\ TOBapOB U yCnyr
XU3HW 1 300p0OBba AeTen
OHnamH-MOLWEHHNYECTBO
N3bbiTouHoe -
NCNOMb30BaHVe 14 CospaHne 1 pacnpocTpaHeHne
NHTEpPHETA MaTepuanoB C AETCKOW
nopHorpadunen
Kpaxa, coop n akcnnyataumsa 15
NepcoHanbHbIX JaHHbIX 3 Pagukanuszauma 1 Bosnedvenwne neten
N SKCTPEMN3M B KPUMUWHasbHbIE
[MpOABUHY Tble METOONKMN coobllecTtBa
MapKETUHra .\4 TpagdukmHr
TeMHble
naTTePHBbI -9 KnbepbynamHr
ANropuTMmbl CekcyanbHble
YREPXaHnA LoMoraTenbCTBa
BHMMaHUS
\ L CrankuHr
Nrposas
38BMCUMOCTb o OnacHble \ MoyMuHF
TpeHabl
LepeHTnHr 16 [esnHdopmaums N YyenneHoxm 13 [dokcuHr

CTEMEHb OMACHOCTHN

@ Unodposas akcnnyaraumg,
ncnonb3oBaHne pebeHrka ang
cosfaHns uMdpPOBOro KOHTEHTa

©® KpumnHanmsaums,
BTArMBaHME B KPUMUN-
HanbHble NPaKTNKK

NHdopmaunoHHoe gasneHue,
MHbOpMaLms, He NpegHa3Ha4YeHHas
On9 geten n NoOApOCTKOB

MapkeTuHroBoe gaBnexue,
PUCKOBaHHbIE AeHEXHbIE
OTHOLWEeHWS

Anavkuns, dopmmnposaHme
3aBMCUMOCTM OT MHTEPHET-CPeabl

JlnyHocTHasa aTaka,
ncuxonornyeckoe Hacunme

KonnyecTtso ynommHaHnn
KOHKPETHOro pucka ona geten
1N MOAPOCTKOB B HOBOCTSAX

1 Hayu4HbIx paboTax (onpenens-
nocb ¢ nomoulbio TegViser).

B pamkax nccnepoBaHus 6bin npoBeaeH
3KCNEPTHbIN ONPOC, B XOOe KOTOPOro aKCnepThl
OLEHUNN CTEeNeHb ONacHOCTN U CTENEHb
3pPEKTUBHOCTM TEXHONOINMYECKMX MEP 3aLLUTbI
(cTeneHb 3alULLLEHHOCTI) Kaxaoro pucka.

No pesynbTaTam onpoca Mbl PpacrnonoxXxunm Bce
KM6eppuCKn No ABYM OCSAM: KCTEMEHb ONACHOCTU»
(ocb X), «cTeneHb 3awmneHHocTu» (ocb Y).

Takum o6pasom, Mbl BbiAenunu 4 rpynnbl PUCKOB:

C©JCNCXC,

HEOOOUEHEHHbBIE — pucku ¢ H1u3knmm
CTENEHAMU ONacHOCTU U 3aLMULLEHHOCTH

KOHTPOJMMPYEMBbBIE — pucku ¢ H1n3kom
OMNacHOCTbIO 1 BbICOKOW 3aLLULLEHHOCTbIO

AKTYATIbHbIE — puckun ¢ BbiICOKMMU
CTENEHSMU ONAaCHOCTM 1 3aLLMLLEHHOCTH

TPEBYIOWME BHUMAHWUA — puckn
C BbICOKOW OMaCHOCTbIO N HU3KOM
3alUNLLEHHOCTbIO
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KpumMmnHanmnsauus,
BTArMBaHme

B KPUMUHaNbHbIE
NPaKTUKW

K aTom rpynne oTHOCATCSA pUCKMN,

KOTOpble NOApa3yMeBaloT BOBeYeHne
OeTen B KPUMWUHambHbIe, 3anpeLlleHHble
3aKkoHOOAaTEeNbCTBOM NPakTUKK, Hanpumep:
BOBNleYeHNe geTen B KPUMUHaNbHbIE
coobuecTBa, Npogaxy 3anpeLeHHbIX
TOBapOB U YCAyr, pagmkanmsaumio

N IKCTPEMU3M, a Takxe TpadPUKUNHT.?

2 TadpduknHr — Toprosnsa noabMm

1>> BOBJIEMEHUE OETEN

[1] Kubeppucku ona gpeten u nogpocTkos

B KPUMUHAIIbHbIE COOBILECTBA

[eTam, cocTosAwmM B rpynnax n coobuiecTsax,
nponaraHAMpyWnx 4eCTPYKTUBHbIE AENCTBUS,
aKTUBHO HaBA3bIBalOTCA 6€3HPABCTBEHHbIE
LEeHHOCTHK 1 ycTaHoBKKU. Hanpumep,
obecLeHNBaHNE YEIOBEYECKOM XMUBHMU,
NnposiBNeHNe arpeccumn N XeCTOKOCTMU.

Mpwn aTOM NOQOBHbBIE COOOLLECTBA BOB/IEKAIOT
HeCoBepLIEHHONETHNX B HaPKOMaHWIO,
TeMaTuky coumonaTm, MacCoBbIX

N pUTyanbHbIX YOUNCTB, CaTaHN3Ma,
aHapXxuu, HaLuuama, aKCTPeMn3ma.

He eouHnyHbl cnyyan Bep6oBKY Nniogen

B TEPPOPUCTUYECKNE OpPraHn3aLmm

yepes MHTEPHET, YTO NPUBOAMT K
pacnpocTpaHeHuIo TePPOPUCTUYECKOM
NOEONONMN Ha TEPPUTOPUSAX OTAENbHBIX CTPaH,
a TakXe yrpoxaet 6€30MnacHOCTM

N XM3HeOesaTeNbHOCTN O6LeCcTBa B LIESIOM.

2 >> NPOOAXA SAMNPEILEHHDBIX

TOBAPOB N YCIY[

NHTepHeT naeT BO3MOXHOCTb NpuobpeTaThb
TOBapbl U ycnyru, ceo6oaHas peanunsaums KOTopbIX
3anpeLlleHa unmn orpaHnyeHa 3akoHo4aTeNbCTBOM.
Hanbonee nonynsipHbiv 3anpeLLeHHbIi ToBap,
KOTOPbI HECOBEPLUEHHONETHNE NOKYNaloT Yepes
MHTEPHET — HAaPKOTUKM.

Kpome Toro, B UHTEpHETE NOAPOCTKM MOTYT
npuobpecTn HeneranbHoe opyxme, 3akasaTtb
YCNyru no B3fIOMy KOMMbIOTEPOB, TENePpOHOB,

3 >> PAOUKATIU3ALINA
NnI3KCTPEMU3M

MNogpocTkm B BO3pacTte ot 14 go 17 net
Hanbonee BOCMPUMMUMBbI K paguKanbHbIM
HaLMOHAaNNCTUYECKNM, KCEHODOOBCKNM

N 3KCTPEMUCTCKMM naesm. Hacto B akCTpe-
MUCTCKME W paguKarnbHble opraHm3aumnm
BepOYIOT Yepes counanbHble CeTn.

Kpome Toro, anropntMmbl pekomMmeHaaTeNbHbIX
CEPBMCOB HaCTPOEHbI Ha NOKa3 MHPOpPMaLMK

3 [HapkHet (DarkNet) — cermeHT nHTEpHETA,
KOTOPbIN CKPbIT U3 06Lero gocTyna

aKKayHTOB B coLceTax U npunoxeHusx. O6bI4HO
ANs 9TOro UCNONb3YIOT AapKHET,® obecneymsatoLLnii
aHOHWMHOCTb MOKynaTens n npoaasLa.

[eTam n nogpocTKam CnoxHee, Yem B3POCbIM,
npuaepXueaTbCs Npasui NOBEAEHUS U MOPasbHbIX
ueHHocTeln B nHTepHeTe. OHM MOTyT npnobpeTaTb
3anpeLeHHble ToBapbl U YCNyrn na niobonsiTcTea
WUnNu pagm 4yBcTBa NPUYaCTHOCTU K onpeaeneHHon
rpynne nogeu.

B 3aBMCMMOCTU OT UHTEPECOB NONb30OBaTENS.
Ecnn pebeHok 3anHTepecoBancs pagukanmsa-
umen onpepeneHHon ¢opmbl, BEPOATHOCTb TOrO,
4YTO anNropPUTMbl MOPEKOMEHOYIOT KOHTPAPryMEHThI,
CMoCO6HbIE ero nepeyoenunTb, KpanHe mana.
Cuctema MOXET HanpaBuTb NONb30BaTENS

K cooOLlecTBaM paankanos, kaHanam nponaraHabl
N MaTepwunanam, KOTopble TOMbKO yrayoaT ero
HaKMOHHOCTU N YKPENaT 3KCTPEMUCTCKME B3rnabl.



18 /719

4>>  TPAQOUKUHL

XKepTB TpadPrKnHra nnm TOProen

noabMn, 6OMBLUMHCTBO U3 KOTOPbIX
XEHLMHbI M NOAPOCTKM, MPUHYXAaloT

K NPOCTUTYLIMW, HACUIIbHO 3acTaBNSIoT
paboTaTb, yoMBaloT 4N NpOoAaxu OpraHoB

Ha TpaHCnnaHTaumo, He3aKOHHO YCbIHOBNAIOT
(yoouepsioT).

[TOMMMO 3TOro, MIHTEPHET OTKPbIN HOBblE
$OpMbl PaboTbl U KOMMEpPLMann3aunm.
Hanpumep, BugeotpaHcnsumm B peanbHOM
BPEMEHMU, B KOTOPbIX NPECTYMNHUK NnonyyaeT

MapkeTnHroesoe

OeHbru 3a 6ecyenoBeyHble 4ENCTBUS
MO OTHOLUEHUIO K PEBEHKY.

MpecTynHMUKM MOTyT HaxoOuTb NOTEHLMANbHbIX
XepTB B OHNamH-4yaTax, 4ns 3TOro OHW 3aHUMaloTCs
pasBMTMEM COOOLLECTB, NPOPUNINPOBAHNEM XEPTB,
N faxe UCMonb3ytoT peknamy. IHTepHeT Takxe paet
BO3MOXHOCTb HaxoouTb NokynaTtenem — peknaMmmpo-
BaTb XepTB TpadPUKuNHra, npueekaTb KJIMEHTOB

N COOBLWHMKOB. [Tpn 3TOM pearnbHble gaHHble
NPECTYMNHUKOB U UCTOPUS NX 3NOAESHUN CKPbITa

3a 6bapbepamMm 3aKPbITbIX COOBLLECTB 1 B AapkHETE.

(paBfieHue, ) pUcKoBaHHbIE

AEeHEeXHbl€e OTHOLUEeHUSA

K aTOn rpynne oTHOCATCA PUCKW, B OCHOBE KOTOPbIX
nexart MapKeTUHIOBbl€ MHCTPYMEHTbI, NaTTEPHbI
NOBeAeHNsa U TOHKME NCUXONOrnyeckme ynoBku,
co3daHHble ONg MaHUNynAaunumM oeTbMn, Hanpumep:
CObIT TOBAPOB, OMACHbIX 415 XNU3HN U 300POBbS
oeTen, NPoOABUHYTbIE METOAUKM MapPKETUHra,
TEMHbl€ NaTTEPHbl U OHNAaNH-MOLIEHHNYECTBO.

MapKeTMHrOBbIe, NCUXosiornyecKkme n pusamHepckme UHCTPYMEHTDbI,
ucnonb3ymoumecqd Kak 3akoHHO, Tak U He3aKOHHO, Yallue Bcero

HaueslieHbl Ha ns3pnevyeHune ¢v||-|a|-|cosoi| BbIrogbl, O4HakKO B HEKOTOPbIX
cny4yaax MOrytT npuBectu U K ApyrumMm cepbesHbiM nocneacTeBnsM.

[1] Kubeppucku ona gpeten n nogpocTkos

5> UHITEPHET KAK KAHAJL CBbITA TOBAPOB,
ONACHbBIX AN0A9 KU3HU N 3N00POBbA NETEN

[eTtn dopMUPYIOT COBCTBEHHbIN PLIHOK CObITa

n ybexpaloT poautenen npuoodpertartb onpene-
nNeHHble ToBapbl, HaNPUMepP, NPOAYKTbl MUTaHWS,
UrpYyLLKK, OoexXay U 00yBb, KOCMETUKY, SNEKTPO-
HUKY 1 KaHUenspckue Toeapsbl. B To xe Bpems,
OHW He CNOCOBHbI NpoaHann3MpoBaTb KauyeCTBO
NOTEHUManbHOW NOKYMKW, a poaMTenu He BCerpga
TWaTenbHO NPOBEPSOT KYMNNeHHbIe TOBapbl.

Peknama n npopgaxa noetdamMm HekadeCTBEHHDbIX,
OonacHbIX TOBapOB MOXeET NPUBECTU K LEeNTOMY

CNeKTPy HEratnBHbIX I'IOCﬂe,EI,CTBI/IVI -
B NepBYylo oyepenb, OHU KacaloTCs 340PO0Bbs
pebeHka.

B HekoTOpbIX cny4asix oeTckue ToBapbl

copepxaT TOKCUYHbIE BELLeCTBa B KOHLEHTpaL MK,
B HECKOSbKO pa3 NnpesblllaloLwen oonyCTUMYIO.
OHM pasgpaxatoT KOXY U CIIN3UCTYIO0 0O0MOYKY,
oTpuvLaTenbHO BO3OENCTBYIOT Ha PENPOAYKTUBHYIO
dyHKUMIO YenoBeka, MOTyT Bbl3BaTb anfepruio

N paxe pak.




20// 21

6 >> NPOABUHYTBIE METONKU

MAPKETUHIA

I'Iepe,n,osble MapKEeTUHIroBble CTpaTernn
nomMoraloT KOMNaHMAM BbICTpanBaTb
OTHOLWEHUA C KNNneHTamMmn, B TOM Yncne
C OeTbMW.

[eTn — XxenaHHas uenb ANs MapkeTonoros.
KoMnaHun npruMeHsIoT CNoXHble anropuTMbl ons
HauennBaHNs peknambl Ha AeTen B CoLuManbHbIX
ceTax U urpax, Hanpumep, oataManHuUHL

7 >> TEMHbIE NNTATTEPHbI

TeMHble naTTepHbl — 3TO TOHKNE NCUXONTO—-
rmyeckune ynoBku 1 an3anHepckme peLueHus,
KOTOpble HaMepeHHO noaTankneatT
nofib3oBaTtenen Ha BbiNOMIHEHME ONpeaeneHHbIX
OENCTBUN, NOOLLPSAA MOCTOAHHOE COBEPLUEHUE
NOKYMOoK.

CyliecTByeT MHOXECTBO METOAOB
MaHUNYNATUBHOIO An3anHa, KoTopble
nopTankuealoT Nonb3oBaTenen caenaTb

TO, YEro B NPOTMBHOM Cy4Yae OHM 6bl HE cTanu
genatb. OTWU MeToAbl NONYYNN LWNPOKOE
pacnpocTpaHeHne B NnocnepHue roasbl,

1 npodunuposaHue. Npn 3ToM NepcoHarnbHble
faHHble 1 npodunun geten LOCTYNHbI ANS NOKYMNKK
613HECOM.

[eTn cKNOHHbI NOKynaTh Ha KapMaHHble AeHbMN
TO, YTO UM peknamupyeTcs. Mpn aToM faxe ecnu
LEeTN HE MOTYT CaMOCTOATENbHO NpuobpeTaTb
TOBapPbl, OHM CMNOCOOHLI yoexaaTb CBOUX
poauTenen Ha CoBepLUEHME TaKMUX NOKYMOK.

N B HAcToALLEE BPEMS KOMMNAHUN LUNPOKO
NPUMEHSIOT MX Ha AETCKYIO ayanTOpPHUIO.

Bo3nencTeue TeMHbIX NaTTEPHOB yCyrybnseTcs
TEM, YTO OETU HE MOTYT 3alNTUTb Cebs OT HUX, TakK
Kak He obnagaloT HeO6XOAMMbIMU KOFTHUTUBHbIMU

W aHanMTU4YeckKumMmn cnocobHocTamn. OHu
YS3BUMbI, CKITOHHbI K UMMYNbCUBHOMY NOBEAEHNIO,
nerko ¢opMmMpYyIOT OTHOLLEHMS C NEPCOHaXamu,
NOJAalTCs BAUSAHMIO BO3HArpaxaoeHum n ctatycos,
npw 3TOM Y HUX ele He chOPMUPOBaAHO 3penoe
NOHMMAaHME O LEHHOCTU AeHEer U HegoCTaTOYHO
BbICOKUI YPOBEHb GMHAHCOBOW rPaMOTHOCTH.

8 >> OHNANH-MOLWIEHHNUYECTBO

NHTepHeT-cepBMChI UK NPOrpaMMHOE obecneyeHme
C 0OCTYMNOM B UHTEPHET MOXET UCMONb30BATLCS
ons obmaHa xepTB. K Bugam oHnanH-mMOLWeHHU-
YecTBa MOXHO OTHECTU QULLNHT, NoTeEPEWN,
NOAapoOYHble akuuK, cnam ¢ 3aMaH4MBbIMU Npenno-
XEHUAMU, NOALESbHbIE KOLIENbKU NaTeXHbIX
CUCTEM N BCEBO3MOXHbIE UX KOMOBUHALUN.

B cBA3M c TeM, YTO OeTU U NOJPOCTKM Hanbonee
NOABEPXEHbI BHYLLEHWIO,

a X NCUXO3MOLIMOHamNbHbIe OCOBEHHOCTH
HaxoQATCs Ha CTagum CO3PEBaHNA, OHU SBNSIOTCS
0OHOM N3 Hanbosnee ya3BUMbIX KaTteropunemn
XepTB A5 OHNaNH-MOLLIEHHNKOB.

MocneacTems OHMaNH-MOLLIEHHMYECTBA
NMeIOT Kak GMHAHCOBbIE, TaK U coumasnbHO-
MCUXONornyeckme NocneacTeuns, BKovamlLme
B ce64 olylleHne pasoyapoBaHus

M HecnpaseanmMBoCTu, CTpecc.

[1] Kubeppucku ona gpeten u nogpocTkos

JInyHocTHa4 ( aTaka,

NncCnNxonormyeckoe
Hacuinmne

&)

K aTon rpynne oTHOCATCS pUCKMH,
KOHe4YHas uerb KOTOPbIX — HAaHEeCTwn
MOpanbHbI, PUINYECKUN UIN NHON
yuepb KOHKpeTHOMY pebeHKy, Hanpumep:
KNOepOYyNNnHI, CTanKuUHI, TPYMUHT

N cekcyanbHble foMoraTenbCcTBa.

9> KUBEPBYIJINHL

KnbepbynnuHr nogpasymeBaeT NOBTOPSIOLLMECS
3MNN304bl arpeCCUBHOIO NOBEAEHMS,
HanpaBfeHHble Ha TO, YTOBbI HanyraTb, YHU3UTb
Unn Pas3o3nuTb YenoBeka. Takas ¢popma NoBeAEeHUS
BCTpeYaeTCcs B COLManbHbIX CETAX, MECCEHAXEPaX,
UrpoBbIx NnaTdopmMax 1 opPyrux oHnamnH-
nnowankax. KnbepbynnmHr MoxeT coBepLiaTbcs

N 0eTbMU, N B3POCbIMMN.

Obungunkm B KNbepnpocTpaHCTBE Bonee XeCcTokn
N3-3a aHOHUMHOCTU — UX CITOXHEE BbISBUTb

N NpuBfeYb K OTBETCTBEHHOCTU. Kpome TOTrO,

OHW HE BUOSAT XEPTBY, a NO3TOMY He BUOAT

NnocrneacTBuUn U peadynbTaToB CBOUX AENCTBUN,
4YTO TOMbKO YCYryonaeT cutyaumio.

KnbepbynnuHr HeraTMBHO BNUSET Ha NOBEAEHME,
NCUXO3MOUNOHanbHoe 1 ¢nsnyeckoe 3gopoBbLE
XepTBbl. I3MEHeHNs B 3aMOLMOHaNIbHOM COCTOSHMUN
XapakTepuayloTca pe3kon NnepeMeHon HacTPoeHNS
B CTOPOHY HeraTmBHbIX 3MOLUN — 3NOCTH,
pas3npaxuTenbHOCTU, YHbIHUS, 60S3NMBOCTM,
oanHoyecTBa. KOHKPETHbIN SMOLMOHAaNbHbIN
addekT N TaXeCTb NOCNEACTBUN 3aBUCAT

OT pebeHka, HO B KpamHux cny4dasx KnoepoynnnHr
MOXeT CTaTb Jaxe NMPUYNHOWN CaMoybuncTBa.
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dursnyeckme npecnenoBaHns cekcyanbHoOro
XapakTepa.

K ocobeHHOCTSIM cekcyasnbHbIX AOMOraTenbCcTB

B MHTEPHETE TakXe OTHOCAT HexenatenbHoe
NnonoBoe NoBeaeHne, BblpaxaemMoe B UCMOSIb30BaHUN
LMPPOBOro KOHTEHTA B YaCTHbIX Mepennckax

nnu Ha NnyénunyHbix nnatpopmax. Hanpumenp,

06MeH n3obpaxeHnsaMm 1 BUAEO CEKCYanbHOIro
XapakTepa, NPUHYXAeHNE U yrpoab,
n3peBaTenbCcTBa Ha CEKCyanbHOW NoYBe.

[1] Kubeppucku ana gpeten n nogpocTkos

Y peten, KOTOpbIE CTAaHOBATCS XEpPTBaMU
CeKcyarnbHOro gomMoraTenbCTBa B UHTEPHETE,
NPOSBAAIOTCA CEPbE3HbIE OTKTOHEHUS

B $M3NYECKOM U MCUXONOrMYECKOM 300PO0BbE.
[ns kaxpown XepTBbl, nogBeprencs
OOMOraTenbCTBY, 3TV NOCNeaCTBUSA YHUKANbHBbI,
a BOCCTAHOBNEHNE MOXET ANNTbCH BCIO
XU3Hb. [loMoraTenbCTBO B UHTEPHETE

MOXEeT nepexoguTb B odnanH U NpMHUMaThb
camyio Kkputunyeckyto Gopmy —
NM3HacunoBaHue.

10 >> CTAIKUHL

CTankuHr — naTtTepH noBegeHu4d, I'IpOﬂBJ'IﬂIOLLl,VII?ICﬂ
B HaBA34YMBOM npecnenoBaHMn, BbiCnexmnesaHnn

M NPOJONMXNTENbHbIX JOMOraTenbCTBax

00O XepTBbl. OTnnyaeTcs BbICOKOW ASINTENBHOCTLIO,
npucTtanbHbIM BHUMaHUEM K OENCTBUAM XepTBbl.

Crankep MOXeT NCNONb30BaTh WMPOKUIA CNEKTP
TakTUK U NOAXOAOB B CBOMX JOMOraTenbCTBax
M crnexke 3a xepTBon. Hanpumep, 0bblYHbIE

11> [PYMUHL

PYMUHI — 3TO yCTaHOBNEHME OPYXECKOro

M 3MOLIMOHANbHOIO KOHTaKTa C pebeHKoM

019 ero ganbHeunwen cekcyanbHOW nnu
KpUMWHaNbHOWM aKkcnnyaTaumm, MOWEHHNYeCTBa,
LaHTaxa, KOMNPOMETUPOBAHUS NN JOMOraTenbCTB.

OHnanH-rpymMepbl cobupatoT MHPopMaLmio
O AETSX U HaxoOsT Hanbonee ysa3BUMbIX

N 3NeKTPOHHbIE MNCbMa, 3BOHKW, COObLLEHNS

W apyrue AencTeums B coLceTax, yCTaHOBKa
NPOrpaMMHOro obecneyeHns oas MOHUTOPWHra
Ha yCTPOWCTBa XEepTBbl.

CTankuHr BbI3bIBAET Y XEPTBbI CNEKTP
HeraTUBHbIX 3MOLMIA, FMaBHbIMU U3 KOTOPbIX
ABMAIOTCS CTPaxX U OlyLLEHNE NOTEPU
KOHTPONS Haf XU3HbIO.

xepTB. OHM 3HAKOMATCS CPasy C HECKOMbKUMU
OEeTbMU, @ 3aTEM BbIOMPAIOT CBOIO XEPTBY

M3 Tex, KTO OTpearnpoBsan Ha nx CoobLLeHMs,

N aHanua3upyloT couceTn pebeHka, Hanpumep,

Ha NpeaMeT OANHOYECTBA, HEXBATKM BHUMAaHMA

1 3aboTbl. [locne aToro rpymepsbl yctaHaBnuBaoT
NCUXONOTNYECKNI KOHTAKT C pebeHKoM ans
panbHenwen peannsaummn CBOUX Lenemn.

12 >> CEKCYAIIbHbIE JOMOIATENNIbCTBA.

CeKcyaanble goMorartenbCcTtBa BKO4aloT
B cebs sanyrmBaHume, nagesaTtenbCTBoO
NN NpuHyXaeHne cekCyanbHOro xapakTtepa,

a TakXe HexenaTeNlbHOE UMW HeHaanexawee
obellaHne Bo3HarpaxaeHns B ObMeH Ha
ceKkcyarnbHble YCNYri, MHble YCTHbIE Unu

Lindpposasa (akcnnyaTtauwus,)

Ncnonb3oBaHue pebeHka
(anga co3paHns )

LMUPPOBOro KOHTEHTA

K aTOM rpynne oTHOCATCA PUCKU, KOTOPbIE
HanpPsaMylo CBA3aHbl C aKCnayaTaumen
pebeHka unm nHpopmaumm o Hem

B UHTEPHETE, HanpuMep: LOKCUHT, co3aaHne
N pacnpoCTpaHeHne matepuranos C 4ETCKOMN
nopHorpadumnen, kpaxa, coop n akcnayatauns
nepCcoOHanbHbIX AAHHbIX, @ TAKXe LUEPEHTUHT.

Tak, nepcoHanbHbie aHHble pebeHKa MOryT 6biTb PackpbiTbl /UMY UCMONb-
30BaHbl HENPaBOMEPHO, YTO NOBJIEYET 3a CO60M Yrpo3bl €ro Gpuan4eckomy,
NCUXO3MOLIMOHANbHOMY Mnu $uHaHcoBoMy 6narononyuuio. Mpu aTom

pebeHka MOryT MCMONb30BaTh Al CO3AAHUS LMPPOBOro KOHTEHTa CaMbIMM1
pasHbIMu cnocob6amu — ot poTorpadum B 6nore poautenen, 4O HE3aKOHHOM
3KCMyaTauum geTen B NpoM3BOACTBE MaTePUAsIOB CEKCYaslbHOro XapaKkTepa.
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13 > [OOKCUHIL

[okcuHr — nybnmyHoe packpbiTve B CeTU
nepcoHasbHon nHGopMaLMm O YenoBeKe Unu rpynne
nopen. K Takon nHpopmMaumm MoXeT OTHOCUTBLCS,
HanpumMmep, HacTosiLee UMS, afpec NPOXMBaHUS,
MecTa paboThbl, faHHble POACTBEHHWKOB, HOMeEpa
TenedoHoB, PuHaHCOBas, MeagMUNHCKaa U gpyras
naeHTudMUMpyowas nHpopmauns.

NHorpa nop [OKCUMHIoM nogpasyMeBaeTcs
He TONbKO Ny6nmnKaumsa faHHbIX, HO U NpoLecc

NnoaroToBKN — c6op MHGOPMaLUN O XepTBe
N 6NIN3KUX XEePTBbI NOCPEACTBOM NCMOb30BaHNS
couceTen, rocyaapCTBEHHbIX OTHETOB,

NONCKOBUKOB N OpPYyrnx MCTOYHMKOB I/IHq)OpMaLI,VII/I.

IlnyHaa npopmaums pebeHka nybankyeTcs

N pacnpocTpaHsieTcs 6e3 ero cornacus.
[loKCMHI 06bIYHO NPON3BOANTCSA HAMEPEHHO,

C Lef1blo OTOMCTUTb, 3anyratb, lWWaHTaXnpoBaTb
NN NHBIM 06Pa3oM HaBpPEeOUTb XEPTBE.

[1] Kubeppucku ana gpeten u nogpocTkos

14 >> CO30AHUE U PACNIPOCTPAHEHUE
MATEPUANOB C NETCKOW NOPHOIPADUEN

C pa3BUTUEM TEXHONOIMI MOPHOrpaduyeckme mate-
puanbl 0 AeTsaX B 60MbLUMX KONMYECTBax co3naloTcs
N nepepaloTcs NPeCTyNHUKaMn No BCEMY MUPY.

HeBo3MOXHO onpenennTb, CKOMbKO nogemn
noTpeobnaeT AeTCKyo NopHOorpaduio, TOYHO Tak Xe,
KaKk HEBO3MOXHO TOYHO ONpenennTb, CKOMbKo aeTen
CTaHOBATCA XepTBaMn AeTCKon NnopHorpadum.

MNMocnepncTteus ona geTen, CTaBLUMX XepPTBaMU,
KpanHe cepbesHbl. Takme npecTynneHns Hanpsamyto
CB$SI3aHbl C HACUNMEM Hag aeTbmu. A TOT dakT,

YTO XEeCTOoKOe obpalleHne OblNo 3annMcaHo

N pacnpoCTpaHeHo, yCyrybnseT cutyaumto: TpaBma
YCUNNBAETCS 3HAHWEM TOTO, YTO 3annMcaHHoe

N N306paxeHHoe Hacunue pacnpocTpaHsieTcs

M OOCTaBMgaeT yaoOBONbCTBME OPYTUM.

15 >> KPAXA, CBOP U SKCIIYATALLAA
NEPCOHAJIbHbBIX JAHHbLIX

SkcnnyaTaumns nepcoHanbHbIX aHHbIX
nogpasymeBaeT NonyyYeHne gocTyna K IMYHbIM
OaHHbIM geTen 1 cbop aTon nHbopmMaLmm
He3aKOHHbIM CMOCO60M, a Takxe 6e3 cornacus
camux geTen 1 nx pogutenen, Bknioyas ganbHenwee
HenpaBOMepPHOE MCMNOoNb30BaHMe. Takxe K AaHHOMY
pUCKY OTHOCATCS OaHHble, NONYyYEeHHbIE 3aKOHHbIM
nyTeM, HO NCMONb3YIOLLMECS B KOPbICTHbIX LIENSX.

Yallle BCero et camm ykasbIBaloT JINYHYIO
MHGOPMaLMIO B UHTEPHETE N CBOOGOLHO

16 >> 1UEPEHTUHL

LLlepeHTUHr — 3TO perynspHoOe UCNoNb3oBaHne
poouTensaMu coumnanbHbiX ceTen ans ooMeHa
HOBOCTSIMU, N306PaXEHNAMUN N APYrON
nHpopmaumen o getax. Cnoso o6paszoBaHoO

OT aHrMUNckux cnoB «share» — penuTbcs,

n «parenting» — BOCNUTbIBaTb, PacTUTb
pebeHka.

[eTn 3a4yacTylo NCNbITbIBAIOT HENOBKOCTb, KOTAa
pooutenu nyonukyoT nx potorpadpum. OHM Takxe
WCNbITbIBAOT 6€CNOKONCTBO MO NOBOAY TOrO, YTO
OHW HUKaK He MOTYT MOBNUATb Ha NyOnMKaunio
doTorpadunm nx poantensamu.

OenaTcst ey ¢ gpyrumu nogpmMu. Mpm 3ToM OHK
cunTaloT KoHOMAEHUMaNnbLHOM MHOPMaLmen
TOMNBKO KOHTaKTHbIE AAHHbIE U HE UCTbITbIBAIOT
©ecnokoncTaa 3a $OTO- N BUOEOKOHTEHT,
KOTOPbIN My6AMKYIOT.

[ocTyn K NNYHbIM AAaHHLIM OTKPbIBaET
BO3MOXHOCTU A1 APYTNX MPaBOHaPYLLEHWA
N PUCKOB, CBSA3aHHbIX C ONACHOCTbIO

LS NCUXNYECKOTO U GUBNYECKOrO
300POBbS XEPTBBI.

LllepeHTUHI MOXET NPUBECTU K UCKAXEHUIO
npencTaBneHnn o peanbHOM Xn3HW. Pogutenu
BbICKa3bIBAIOT CBOIO TOYKY 3PEHMUS, 3a4aCTyIO He
cnpawmsas, YTo 06 3TOM fyMaeT cam pebeHok.
My6nu1Kya NOCTbl O CBOUX OETSX, POOMTENN CaMu
€O30aloT LMPPOBOM NOPTPET pebeHka B MHTEPHETE,
TEM CaMbIM BMELUNBASACb B €ro UndpOoBYyIO MOEHTNY-
HOCTb. [TOMMMO TOro, YTO poauTenu Ny6AMKYIOT
doTorpadunm cCBoOnx oeETEN N UCTOPUN, CBA3AHHbIE
C UX BOCMUTaAHWEM, OHU TakXe pacKpbiBaloT
KoHPUaeHUnanbHyo nHGopMaLmio O CBOUX AETSX,
KOTOpas MOXET BK/OYaTb MOMHOE UMS AeTewn, gaTy
pOXAeHus, BEC, POCT, reosioKaumio U gpyrne gaHHble.
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NHdopmaumoHHoe
(paBneHuve,) nHdopmaums,
He npegHa3HayYeHHas
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K aTom rpynne oTHOCATCH PUCKK, B OCHOBE
KOTOPbIX NeXNT nibopmaumns, cnocobHas
TpaBMUpPOBaTb, E€3UHPOPMUPOBATD,
NOATONKHYTb pebeHka K HEBEPHbLIM BbIBOgAM
NN ONacHbIM OENCTBUAM, HaNnpumMmep:

KOHTEHT, CoOAepXalnn CueHbl Hacunus,
NnopHorpadmnyecknm KOHTEHT, Ae3nHdopmauums,
a TakXe onacHble TPpeHObl U YenneHgXu.

MocneacTeuns TakMx pUCKOB MOFYT KpanHe v
HEraTUBHO CKa3aTbCs Ha NCUXO3MOLMOHANLHOM A 4&‘\ ;
1 $M3M4ECKOM COCTOSIHUM pebeHkKa, a TakXxe - : - NG
NPeAcTaBnsIoT ONacHOCTb ANs O6LWECTBa B LeIOM. e .

onpepeneHHoro noeseneHus. [lonrocpoyHbie HeraTMBHblE 3MOLMN OETEN MO OTHOLIEHUNIO
adPekTbl 06YyCnOBNeHbl bonee NPOAOMIXNTENbHbIM K Hacunumio NOCTENEHHO YMEHbLLAIOTCH,

17 >> W N3y4HEeHNEM TakKOro KOHTeHTa, U3-3a 4ero n q)OpMI/IpyIOTCﬂ HOBbI€ YCTAaHOBKW.

18 >> [IOPHOIPAGUYECKWNA KOHTEHT.

K Takoro poga KOHTEHTY OTHOCUTCS Ntobas HeTun yyaTcs, Habnogas n npoodys NoBeAeHYecKne

OOCTynHas ona socnpuatus ¢opma cueHapum, N03TOMY OHN OCOH6EHHO BOCNPUNMYMBBI

npeacTasneHms nHdopmaunmn, BOCNPom3- K HeraTMBHbIM NOCNEeACTBUSAM, KOTOPbIE Bbi3biBaeT WHTepHeT cuntTaeTcs KNo4YeBbIM KaHanom YMBbILWEHHbIN NOUCK U NOTpebreHne

BopsdLLasa cUTyaumm nnn oencTeuns noTtpebneHne KOHTEHTa C HAaCUNneM. pacnpocTpaHeHus NopHorpadmn4eckoro BO3MOXHbI U3-3a TOrO, YTO MEXaHU3MblI
HacUNbCTBEHHOIO XxapakTepa, KOTopble KOHTeHTa. [1pn 3TOM oeTu U NOAPOCTKM MOTyT BepudukaLmm BO3pacTa B COLCETSAX U Ha canTax
MNPVUYUHSIOT WX MOTYT MPUYMHUTL Bpen KpaTkocpouHble apdekTbl CBS3aHblI C NpoLeccamMmm CTankmBaTbCsi C NOpHOrpadmen yMbILNEHHO C Takoro pofa KOHTEHTOM HECOBEPLLEHHDI.

OAHOMY UNN HECKONbKNM Nnuam. B036y)KD,eHI/IF| VU HENOCPEOCTBEHHOM UMUTaLMeEN N HEYMDbILWTEHHO. Cpeum NPUYNH HenpegHamMmepeHHoro
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CTONKHOBEHUS C NOpPHOrpadmnen BbigenaioT
N3YYEHNE CMEXHbIX C CEKCOM TEMATMUK,
Hanpumep, B3anMOOTHOLIEHU MexXay
MYX4YNHOW N XEHLLMHOWN.

MNpwn BCTpeye ¢ nopHorpadmndeckumm
MaTepuanamu 4acTb AeTeN NCMbITbIBAET

19 >> OE3NHOOPMALINA

He3nHdopmaLma — 3To nonbITka co3paTb
NOXHOE BnevaTneHmne 1 NOATONKHYTb OObEKT
BO3OENCTBUSA K XeNaeMblM OENCTBUAM UK
6e3gencTBumio. TO NPOLECC MaHUMYNIMPOBaHNA
nHpopmaumen, Hanpumep, BBEAEHMNE KOro-nmbo
B 3abnyXaeHne nyTemM NpefocTaBneHns
HeMnoMHOW N1 BbIPBAHHOWM N3 KOHTEKCTA
nHbOpPMaLNK, NCKaXeHUs YacTn nHGopmMaLmu,
pacnpocTpaHeHne CyX0B, XU N TPOMKUX,

HO He nopgkpeneHHbIX PakTaMmn yTBEPXAEHUN.

NHTepHeT cuntaeTtcsa rnaBHbIM KaHanIoM
N MHCTPYMEHTOM pPacnpoCTpaHeHus

20 >> OQOIIACHbIE TPEH[bI
W YENJIEHO KA

TpeHabl 1 YenneHaXu BOBNEKAOT AeTeN

N NOAPOCTKOB B MacCOBbl€ aKTUBHOCTH,
KOTOpbl€ MOTYT YyrpoXaTb NCUXNYECKOMY

N $GM3nNYeCKOMy 300POBbIO YHaCTHUKOB

NN OKPYXaloLWmx, Yepes coumanbHble CeTU

1N OBMEH COOBLEHNSIM B MECCEHAXEPAX.
BoBneuyeHune nponcxoguT nyTemMm npurnalleHus
ayauToOpUN B UFPY NN COPEBHOBaHNE

C BbIMOJIHEHWEM 3adaHui, oTyeTamm B poTo-

1 BugeodpopmaTte UM oHNanH-TPaHCALUN.

B 60nblUMHCTBE ClyYaeB yyYacTune

B BbINOMHEHUW 3a4a4y UKW Urpbl MPUBOAUT

K OnacHbIM NOCNEACTBUSAM M3-3a HEMOHUMAHKS
peanbHOro prcka n HechopMUpoBaBLLETOCS

OTBpaLLleHME, 3aMeLlaTeNbCTBO U TPEBOTY,

HO C KaxabIM Pa3oM 3T OLLYLLEHUS CTaHOBSATCS
cnabee. D70 BNUSET Ha NCUXNYECKOE 300POBbE

n 6narononyyune, B TOM YMClie CTONKHOBEHMS

C nopHorpaduren aBnsTCa NPEANKTOPOM
MOBbILLEHHOW CEKCYaslbHOWM arpeccumn n Hecepbes-
HOTO OTHOLIEHUS K CEKCyarbHbIM KOHTaKTaM.

nesnHdopmavmu. Mpu 3ToM 4eTn MOryT 6bIThb
OCO6EHHO YS3BMMbI B BOMPOCAax BOCNPUATHS
nHdOpPMaLMK, MOCKONMbKY UX MbILLINEHWE

N KOFHUTMBHbIE CMNOCOBHOCTU BCE eLle
pa3BMBaIOTCS.

[eTn He MoryT oueHNTb 4OCTOBEPHOCTb
nHPopmaLmn, C KOTOPOW OHU CTaNKNUBaKOTCH
B UHTEPHETE. DTO MOXET NPUBECTU

K GOPMUPOBAHMUIO Y HUX NOXHOW KapTUHbI
Munpa, COBEPLLUEHMIO HEKOPPEKTHbIX
OEVCTBUNM NO OTHOLLEHUIO K cebe

M OKPY>XaloLWum.

KpUTUYEeCKoro molwneHus. Ecnn nogpocTtku

yXe UMeIOT Kakme-nmbo ncuxonormyeckme
npo6nemMbl, B TOM YnCne cynunpanbHble
HaKMOHHOCTW, OHW HAaXOASAT OMacHble TPEHAbI,
ycyrybnsioliee COCTOSHUE, YTO B COBOKYMHOCTH
MOXeT NPUBECTU K Tpareaunu.

Cpepun nocnencTeBnm onacHbIX TPEHOAOB MOTYT
ObITb OTpaBneHuns, PUandeckme n NCUxXono-
rmyeckme TpaBMbl, HAHECEHHble cebe n gpyrum,
M gaxe HenpegHaMepeHHbIN nNeTanbHbIM NCXon,
unu cynuup. Kpome Toro, onacHble TpeHapl
MOryT CNOCO6CTBOBATbL CEKCyanuaaumm

OeTen unn BoBnekaTb UX B KDUMUHAaNbHbIE
coobulecTBa.

Apouvkunsa,
dopmMumnpoBaHume
3aBMCUMOCTM

OT UHTEPHET-CpeObl

[1] Kubeppucku ana gpeten u nogpocTkoB

K aTOon rpynne oTHOCATCA PUCKN,

NPV HACTYMNEeHNM KOTOPbIX Y pebeHka
bopmMmpyeTcsa 3aBUCUMOCTb OT MHTEPHETA
B LLE/IOM UM KOHKPETHbIX Ero 3N1E€MEHTOB,
HanpuMep: anropuTMbl yaepXaHus
BHUMaHUA, UrpoBas 3aBUCUMOCTb

N U3BbITOYHOE NCMONb30BaHMNE NHTEPHETA.

21>> AINLCOPUTMbLYOEPXAHUA

BHUMAHNA

ANropuTMbl aHanM3NPYIOT peakLmnn Nonb3oBaTerns,
CUYUTBIBAIOT MOMEHTAaSIbHbIN OTKNMK Ha MHPOpPMaLUio,
a 3aTeM NoAdUPatOT MOXOXUN KOHTEHT. Takum
06pas3om, OHM OrpaHNYMBatOT NOTOK MHPOPMaLUK
0O UHTEPECHbIX NONb30BaTeNio Nyo6nnkaumm,
dbopMupyIOT pekoMeHAaL MK, NOKa3blBaloT
TapreTUpPOBaHHYIO peknamy.

OcHoBHas Lenb anropuTMOB — YAEPXMBaTb
BHMMaHWe pebeHka Kak MOXHO aonblue. [1ns

3TOro UCMOMb3YEeTCH MHOXECTBO MaPKETUHIOBbIX
WHCTPYMEHTOB, Hanpumep, UrpoBblie NeTnu,
cozpatowme apdekT He3aBepPLIEHHOCTN OENCTBUS
1 Bbl3bIBAOLLME CUHAPOM YNYLLEHHbIX BO3MOX-
HocTeln (FOMO, oT aHrn. fear of missing out).

MokasblBas TONMbKO TO, YTO UHTEPECHO
nonb3oBaTesnio, anropmUTMbl U3HaAYaNbHO
NPOEKTUPYIOTCS Ha NONAPU3aLNio MHEHUN
Ha nio6ble TEeMbI, KOTOPbIE BAUSIOT
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Ha CTaHOBJIEHNE MUPOBO33PEHUS AeTEN

n noppocTkos. Cuctema nogoupaet nogen

Nno MHTepecam N yoexaeHusm, oobeanHss

WX B rpynnbl. TOT 3dPeKkT nonyymnn Ha3BaHMe
«3X0-KaMepbI»: NONb30BaTeNb OKPYXEH TOMNbKO

20 >> WUICPOBA4A
3ABUCUMOCTDb.

MrpoBas 3aBMCMMOCTb XapakTepuayeTcs
NOCTOSHHOW, MOBTOPSIOLWENCSA NOTEPEN KOHTPONSA
Haf, UrPOBbIM MNPOLLECCOM, MOBbILLEHNEM
npnopuTeTa Urp Hag ApyrmMmun nHTepecamm

1 NOBCEOHEBHOWN OeATENbHOCTbIO pebeHka,

a TakXe npoao/IKEHNEM UMK ackanaumen

3TOM MOAEeNu NoBefeHnNs, HECMOTPSA

Ha BOSHWKHOBEHWE HEraTUBHbIX MOCNEACTBUN.

Cpenu NpuYnH NrpoBOI 3aBUCUMOCTU BbIAENSAIOT
noBbIWEHME coumnanbHOro cratyca. Tak, ctatyc
nepcoHaxa 1 QOCTUXEHUS B UTPE HaMpsmyto
3aBUCSAT OT 3aTpayYeHHOro BpemeHu. Mpu aTom

TOM MHGOPMaLMEN N TEMUN NIOABMU, KOTOPbIE
noaTBepPXAaloT OOHY TOUKY 3peHus, NoaKpennas
ero npasorty. [1pn aTOM MexXAay Takumu rpynnamMm
yCuUnmBaeTcs pasHuua BO B3rnagax U yCTaHOBKAX,
4YTO NPOBOLMPYET arpeccuio n KOHGANKTHI.

BO MHOIMX Urpax eCTb nnaTtHble BHYTPUUTrpOBbIE
npeamMmeTbl, KOTOpble AaloT NoJib3o0BaTeNo
npenmMmyulecTBo, 4HTO OKa3blBaeT CUIbHOE
OaBneHne Ha Heokpenuwylo NCUXUKy neten

M NOAPOCTKOB M NOATaNKMBAIOT UX K MOKYMNKaM.

3aBMCMMOCTb OT Urp BbI3bIBAeT Pa3nnyHble
NPoOGneMbl C CoLManbHbIM, MCUXONOrMYECKUM

n paxe ¢mnamveckmm coctosHnem. OHa npmBoanT
K HapyLUIEHWIO KNacCU4YeCcKoro coumanbHoro
B3aMMOOeNCTBUS pebeHka C CEMbeEN N APY3baMMU,
MeHsieT 06pas XM3HU, MellaeT akageMmnyecKkom
yCcneBaeMoCTH.

23 >> U3BbITOYHOE UCMOJNb30OBAHUE

WHTEPHETA

36bITOYHOE NCNonNb3oBaHNE MHTEPHETA
NPUBOOUT K HapPYLUEHWNIO MCUXONOrMYEeCKOro,
CoUManbHOro, MMYHOCTHOrO, akafeMN4YEeCKOro
nnu npodeccnoHanbHOro 61arococToaHUS
YenoBeka. B yacTHbIx cny4vasx aTo nepeTtekaeT
B 3aBUCKMMOCTb OT MHTEPHETa — y YenoBeka
NosIBNAIOTCS HEONpaBaaHHasa TpeBora

N XenaHne noaklYnTbCs K CeTH

Kak MOXHO ckopee.

K OCHOBHbIM CMMNTOMaM UHTEPHET-3aBUCMMOCTH
OTHOCUTCS HE TOMbKO YBENNYEHNE KONMYeCcTBa
BPEMEHMN, MPOBEAEHHOTO B UHTEPHETE,

HO 1 Mepenapbl HaCTPOEHWs, YyBCTBO
oAMHoYecTBa, 6ECMOKONCTBO M pasapaxuTenb-
HOCTb. [TOMUMO 3TOrO, UHTEPHET-3aBUCKMbIE

CKJTOHHbI OTKa3blBaTbCs OT OTBETCTBEHHOCTU

n oTpuuaTb Npobnemsl. Takne NOAPOCTKN
Yallle BCEro He MOTryT KOHTPOIMPOBaTb BPEMS,
NPOBEAEHHOE OHMNaMH, a TakXe He B COCTOSHUN
COKPaTUTb €ro CaMOCTOSITENbHO.

Y 3aBMCUMBbIX OT MHTEPHETa U CoLManbHbIX

ceTen NOApPOCTKOB Takxe HabnopaeTcs
oncmopdodobms — aTO NCUXMYECKOE
pacCTpPONCTBO, MPU KOTOPOM YENOBEK YPEZMEPHO
06€eCrnokoeH HeaHaunTeNbHbIM edpekToM

WM 0COBEHHOCTbIO cBOEro Tena. PunbTpbl,
WHCTPYMEHTbI ANS peTyLn n o6paboTkum
doTorpadum dopmupyloT y AeTen n NoapoOCTKOB
HEeBepHble NpeacTaBNeHns O BHELWHOCTH,

4YTO NPUBOJMUT K KOMMNEKCaM B peanbHON XU3HW.

[1] Kubeppucku ana gpeten u nogpocTkos
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TexHonormyeckKue

pelleHna no 3awuTe
NeTEN B UHTEPHEeTe

SNy




34 // 35

>>  KIACTEPbIL

npe,U,VIKTVIBHaﬂ aHannTukKa

[ 2 ] TexHONnornyeckme peweHuna no 3awuTte pneten B UHTEPHEeTEe

PUCKa 1 paHXnpoBaTb X B COOTBETCTBU
C BO3pacCTHbIMU rpynnamum neten.

MpenonKTUBHBIE CUCTEMbBI UICMONB3YIOT BonbLune
OaHHble, CTaTUCTUYECKME METOMbI, a TakXe
WNCKYCCTBEHHbIV MHTENMEKT U MallMHHOE 0byyeHue.
MpennkTMBHas aHanuTUKa NoApasymMeBaeT
n3yyeHune oHNnanH-cpenbl, B TOM Yncne
anropuTMOB, YCTPOWCTB 1 NONb30BaTENbCKUX
NnpuBbIYEK OeTen, a Takxe NnpodunmpoBaHme

n aHanuna rpada ceszen. OgHaKo 3TO NOAHUMaET

pPan 3TN4eCKnx BONpocos 06 NCNoNb3oBaHUN
nepCOHallbHbIX AaHHbIX neten.

B xope aHanusa nHopmaumm BbiSBNSIOTCA
npeavkTopbl — onpeneneHHble Npu3Hakn

B MaTTepHE NOBEAEHMS, SBASIOWMECS CUTHANOM
BO3MOXHOro pucka. OrpaHM4yeHMemM B 4aHHOM
cny4vae 9BNg9eTCs CNOXHOCTb COOpa peneBaHTHbIX
[OaHHbIX, @ TakXe AnuTenbHoe obyveHne
anropuTMOB A1 NMOCTPOEHMUS MPOTrHO3HbIX
CUCTEM N BO3MOXHbIE OLLIMOKM B pe3ynbraTtax.

HeTtckne
coumarsnbHble UHTepHeT-
cetun $dunbTpPbI
@ CepBuchil
MpakTrkn oKasaHus
paspaboTkmu NOMOLLU

UHCTpyMeEHTDI
poANTENbCKOro
KOHTpon«

U MOHUTOPUHra

Q Acbpacrpymypa

ABTOMaTUN3

npoBaHHas

Mogepauus

[lpepgunkTnBHas
(aHanuTuKa )

MpeankTnBHas aHanNUTMKa MOXET ObITb
NCNONb30BaHa A5l 3alMThl AeTen B UHTEPHETE
nyTeM onpeaeneHns uL, HaxoasLmMXCs Nog, PUCKOM
COBEpPLUEHNS NPECTYNNEHNS NN CTaHOBNEHUS

XepTBon npecTtynnexHusa. OHa no3sonseT
NPOrHO3MPOBAaTb U BbIABNATL Ha pPaHHEeN
CTafMM PUCKU PasfIMYHOro xapakTepa,
nayyatb 1 KnaccuduUMpoBaTb UCTOUHUKN

PrevBOT

YaT-60T, 6a3upyowmncs Ha anroputmax. OH nomMoraeTt nonvuumn
B BbISIBIEHUU 3MTOYMbILUNIEHHUKOB B YaTax, MecceHpXepax

M coumanbHbIX ceTax. BOT cuMTbiBaeT YyXxue nepenuckm n sanu-
CblBaeT UX, a TakKXe MOXET UMUTUPOoBaTb obleHne pebeHka, 4To
no3ponseT o6HapyXuTb 3N10yMbILNEHHUKOB. JIMHrBUCTMYECKas
Mogenb po6oTa No3BongeT onpenensaTb Nos, Bo3pacT

M aBTOPCKUMN NOYEPK YenoBeEKa U COOTHOCUTb €ro ¢ 6ason
Kn6epnpodunupoBaHHbIX aKKkayHTOB APYrUX NOTEHLUMaNbHbIX
npectynHukoB. Kpome Toro, Tak kak po6oT ymeeT pacno3HaBaTb
NPecTYNHUKOB U ONpeaenaTh, kKakue undpoBbie NPOCTPaHCTBa
OHM OKKYMNUPYIOT, €F0 MOXHO UCMNONb30BaTb Kak UHCTPYMEHT AN
onpepeneHns onacHblx ANs AeTen coobLiecTs.

[eTckne
(couwnanbHble )ceTun

[leTckune coumanbHble CETU ABNSIOTCS
aHarnorom o6blYHbIX COLManbHbIX ceTen,
OHUW CNOCO6HbI 06ecneynTb AOMNOMHUTENbHYIO

6€30MacHOCTb U1 3alUTy OT Yrpos,
C KOTOPbIMU PEBEHOK MOXET CTONKHYTbCS
B UHTEPHETE.
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CouwnanbHble ceTu Ans geTen 3aWwmLeHbl
pasnnMyHbIMM CUCTEMaMU Moaepaunm 1 dunsTpaumm,
4YTO No3BonseT 6NokMpoBaTb NybGAnKauuio rpyboro,
XECTOKOro, HexXenaTebHOro Ans NnpocMoTpa
koHTeHTa. OfHaKO CMCTEMbl aBTOMAaTUYECKON
buNbTPaLMM KOHTEHTa faxe B AETCKUX COLCETSX
HEeCOBEepLUEHHbI, a MOAepaTopbl HE BCeraa
ycneBaloT oTcnexmnsatb NOAO6GHbIE MHLMAEHTI.

[eTtckune coumanbHble CETU TakXe
HanpaBneHbl Ha OrpaHUYeHNE KOHTAKTOB

GromSocial

AeTen CO 3/10yMbILWEHHNKAMUN U B3POCbIMA
moabMn. NOMMMO 3TOro, HeKoTOopble
peTckme coumanbHble ceTu npegycmar-
puBatoT obLeHne pebeHka TONbKOo

C TEMW NoNb30OBaTENAMM, KOTOPbIE

OblNn NpegBapuTENbHO 0go6pPEHDI
poantenamm unmn onekyHamu. Npn aTom
ocTaeTcs AOBOJMIbHO BblCOKasi BEPOATHOCTb
perncTpauumn B 4ETCKON coumnanbHom

CeTu B3POCNOro 3/10yMbIWIEHHNKA

nop BMoom pebexka.

[eTckas coumnanbHas ceTb, KOTOpPas YYUT AeTen yKpennsaTb
YyBEPEHHOCTb U HE MPUHMMaTb 611M3KO K ceppuy 3nble
KoMMeHTapuu. B GromSocial pns pernctpauunm HyXHo

yyacTve poputenen, YTo NO3BONSET CBECTU K MUHUMYMY
NPUCYTCTBME B HEWN B3POCIbIX 310yMbllNeHHUKOB. Kak Tonbko

couuvanbHas ceTb akTUBMpPYETCS, K pe6eHKy B Apy3bsi monagaioT
17 MyNnbTMNNMKaLUOHHBIX NE€PCOHaXewn, 3a KOTOPbIMU CTOAT
MopepaTopbl, FOTOBblE MOMO4b MO N06bIM BONPOCaM.

[TpakTnUKu
(pa3paboTkun)

MpakTuku pazpaboTkm BKAOYAIOT B Cebs
cosfaHve u ynyJweHne GyHkUMoHana,
Kacalollerocs oeTckon 6e3onacHoCT

B MPUNOXEHUAX N Ha MHTEpHeT-NnoLwankax.

MNonb3oBaTenbCknm MHTEPGENC OONXKEH
NnpenoCcTaBnsATb BO3MOXHOCTb 6110KMPOBKU

HEeKOTOpPbIX GYHKLMIN BO n3bexaHue 3anycka
HexenaTeNbHbIX 4ENCTBUN N 3alnTbl oeTen
OT NPOCMOTpPa Henpuemnemon nHdopmaumnn.
B kauecTBe npumMepa MOXHO NpUBECTU
peLleHus, KoTopble obecneymBaoT
cobnogeHne BO3pacTHbIX OrpaHnyYeHnn,
OMOBELWaloT O NOTEHUMANbHO TPaBMUPYIOLWEM

copgepxaHun nyénukaunm unm HebesonacHoCTH

onpegeneHHbIX CanTos.

3avacTylo CyLeCTBYOLWME PELIEHMS
He 6NOKMPYIOT, @ NLWb OrPaHNYMBaIOTCS
onoBselleHneM nonb3osaTtenen

[ 2 ] TexHONnorunyeckme peweHuna no 3awuTte pneten B UHTEPHEeTEe

O BO3PACTHbIX OTPaHUUYEHUSAX U CoaepPXaHNm
KOHTEHTa, B TOM YNCIie O ero NoTeHuuanbHom
onacHocTu. [pn 3TOM OTBETCTBEHHOCTb

3a nocnepylowme oencTeus Ha nnatdopme,
canTe UM B NPUIOXEHUN HECET CaMm
nonb3oBaTenb.

Deutsche Bank

API Program (DBAPI)

PeweHne, koTopoe noMmoraeT oHnanH-npogasLamMm B3pOCnon
NpoAyKLuUM He AONYCTUTb Ha CBOU CalTbl HECOBEPLUEHHONETHUX.
Ceptuounkat Bosdpacta DBAPI npegnaraet npoBepky, B OCHOBe
KOoTOopou nexart paHHble knueHToB Deutsche Bank. NNpoBepeHHas
MHboOpMaLusa o BO3pacTe NoJib30OBaTENS B PEXUME peanibHOro
BPEMEHN NocTynaeT Ha CalT, YTO NO3BONAET NOBbLICUTb
AOCTOBEPHOCTb AaHHbIX O BO3pacTe noceTutenen.
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MHCTPYMEHTDI

(poanTenbCcKoro )

KOHTpONS
N MOHUTOPWUHra

NHCTpYyMeHTbl pPOANTENBCKOrO KOHTPOS
NPeaoCTaBnsioT POANTENAM NOBbIWEHHYIO
CTereHb KOHTPOMA Haf AENCTBUAMN OeTeN
B OHNanH- n odnamH-cpene 6naropaps
yCTaHOBKe CrneuuanbHOro NnporpaMmMHOro
obecrneveHunss Ha cMapTdOHbI, KOMMNbIOTEPDI
W opyrue yctpomnctea pebeHka.

B 6a30BbI pyHKLIMOHAN MHCTPYMEHTOB
pOoONTENBCKOro KOHTPOMS BXOAUT 6N10KMpoOBaHme
[OCTYyNa K UHTEPHETY, MPUNOXEHUAM N Urpam,
OorpaHn4yeHne aKpaHHOro BpeMeHu, salmTa

OT HEeHagnexawero KOHTEHTa NyTeM ero
dunbTpaumm, oTCNEXMBaHNE OHNANH-aKTUBHOCTH,
KOHTaKTOB M MECTOMONOXEHNS pebeHkKa.

T PyHKUMM 3aKoYaloTCa B NPOakTUBHOM
perynaumm n MOHUTOPUHre aencTenmn pebeHka

B MHTEPHETE, MO3TOMY Takme nporpammbl
NO3BONSIOT BbISBNATbL 1 3ab6n1aroBpeMeHHO

Kaspersky
Safe Kids

MUHUMU3NPOBaTL KNGEPPUCKN ANa AeTEN.
HecmMoTpst Ha WNPOKKM cnekTp GyHKLUN
Nofo6HbIX NPOrpamMMm, NoHas N3onsaums
pebeHka OT KNOEPPUCKOB He ByaeT cnocob6CT-
BOBaTb BblpaboTke HEOOGXOANMBIX KOMMNETEHLUMN
B obnacTu kubepbesonacHOCTH, KOTOpble
NoOHapoo6aTCs eMy B OyayLLeM.

Haquble nccnepgoBaHMa Takxe nokKaabiBatoT,

YTO MHCTPYMEHTbI POAUTENIbCKOIro KOHTPONA,
KOTOpPbIE NO3BONAIOT OCYLWECTBIATbL MOCTOAHHOE
HabnogeHne 3a pebeHKoM, paspyLualoT ooBepue
K poanTenam, a B OTOesbHbIX Cny4aax gaxe
MOTYT noBfeYb NCuxonornyeckmne TpasmMbl

n penpeccuio. B cnyyvae korga pebeHok

MM NnogpoCTOK UCMbITbIBAET OTTOPXEHUE

M HEMNPUHATUE NHCTPYMEHTOB POAUTENLCKOrO
KOHTPONS, OH MOXET HanTn cnocobbl ob6xona
YCTaHOBNEHHbIX NpaBu’.

PeweHne pogutenbckoro koHTponsa. Coemectumo ¢ Windows,
macOS, Android n iOS. ®yHkuMoHan: 6n1okKMpoBKa Hexena-
TENbHOrO KOHTEHTa, OFrpaHUYeHne JocTyna K yCTponcteam

B COOTBETCTBUU C pacnmMcaHMeM, OrpaHu4eHue gocTtyna K npuno-
XEHUAM, COCTaBMIEHUE CMMUCKaA MPUIOXEHNIN, LOCTYN K KOTOPbIM

OCYLLEeCTBNAETCS C pa3pelleHns poauTenen, oTcnexvmBaHne
MecTononoxeHus no GPS, 6e3onacHbIn MOUCK N UCTOPMUS
akTuBHOCTU Ha YouTube, KOHTpONb YPOBHSA 3apsapa 6aTtapeu.

[ 2 ] TexHONornyeckme peweHuna no 3awuTte neten B UHTEPHEeTEe

NHTepHeT-

(dUNbTPLI )

OpHMM 13 cnocoboB 3aWwnTbl AeTEN B UHTEpPHETE
SBNSETCA NCNOMb30OBaHNE NHTEPHET-GUNLTPOB,
KOTOpPbl€ 6NOKMPYIOT [OCTYN K HEXenaTenbHbIM
canTtam 1 ckadmBaHue dannos onpeneneHHon

TeEMaTUKK, OrpaHn4YmnBaloT 3anyck I'IpM.ﬂO)KeHVII;I nwurp.

Takxe cyLLecTBYIOT creLmanbHble NPorpamMmel,
KoTopble o6ecneynBaloT GUNbTPALUIO UHTEPHET-

Lidrekon

pecypcoB No BCTpeYvaloWwmmMcs Klo4eBbIM CNoBamM
6e3 HeoOXOAMMOCTN BHECEHMWS POAUTENSMN
BPYYHYIO B YEPHbIN CNUCOK OTAENbHbIX CanTOB

C HENpUEeMIEMbIM KOHTEHTOM ANS AeTeNn.

Takme GUnbTPbl HE NPUBSA3aHbl KO BPEMEHU
pearvpoBaHus KOMaHAbl MOOEpPaToOPOB NN
HenpoceTH, OHM 3almLalT pebeHka MOCTOSHHO.

PacwupeHne pna 6paysepa, no3sonsiowee ¢unbTpoBaTb KOHTEHT.
NMpoBepka KOHTEHTA NPOMUCXOAUT Ha OCHOBE POCCUNCKOMN 6MBNMO-
TEeKN GUNbTPOB, KOTOPas NOCTOAHHO o6HoBngseTcs. PunbTpyer
KOHTEHT MO TEMaM: YIeHOBPEeAUTENbCTBO, cynuug, MNMAB,
HapKOTUKWU, Tabak, ankoronb, adapTHbIE€ UFPbl, NPOCTUTYLIMS,
6poasXXHMYECTBO, ONpaBgaHNe HacUIus K NioASAM U XXNBOTHbIM,
oTpuLaHNE CEMENHBIX LEHHOCTEN, HETPAaAULUOHHbIE OPUEHTaL MU,
HeyBaXeHue K getdaM n pogutendam, KpuMmmHan, opyxue,
HeueH3ypHasa 6paHb, MOpHOrpadus, aKCTPEMU3M.

ABTOMaTU3NpPOBaHHas

(mMmopepauung )

Mopepaumsa KOHTEHTa nogpa3ymMeBaeT yaaneHune
nHdopmaumn, ee dbunbTpaumio Unm 610KNPOBKY,

pekoMeHgaunto KOHTEHTa 4epe3 HOBOCTHbIE
NeHTbIl, TeEMaTn4yeckne Cnnckn n nepcoHann-
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3MpOBaHHbIE NPennoxXeHnd, a Takxe TU3aunn nnm npnopnTndaunm KOHTEHTAa. MCnosib30BaHME TpaHCIUTEPaUnM 1N npo4umne

ABTOMaTM3aLMa Mogepaumm No3BonaeT crnocoobbl.

MaTepunanos, a Takxe BO3ZMOXHOCTU yny4lleHuns
Kputepues ans 6nokMpoBku. MexaHn3mbl
aBTOMaTMyeckon punbTpaunmn bonee
OENCTBEHHbI, OQHAKO OHWN C BonbLuen
BEPOSTHOCTbIO MOTYT A0MYyCKaTh OLNOKN

npu 6110KUPOBKE NN yoaneHUn KOHTEHTa.

MOHUTOPWHI KOHTEHTA.
3Ha4YUTENbHO YCKOPUTb NPOLLECC, a TakXe
nmeeT 6onee WMPOKY 0bnacTb AENCTBUS,
HanprMep, BO3BMOXHOCTb NPOBEPSATb KOHTEHT

B 3aKpblITbix coobuecTBax. OgHako ans obxoaa
cucTeM aBTOMOAEPaLUN LWNPOKO NCMOMNb3YIOTCS
BapuWaHTbl MIBMEHEHUS JaHHbIX, BKIloYaloLme

ABTOMaTU3MPOBaHHasa MOoAepaLmsa KOHTEHTA
MOXET MCMNOMb30BaTbCA Ha COOTBETCTBYIOLLMX
aTanax NpPeBeHTUBHOrO O6HapPyXeHNs
noTeHumanbHoO NPOB6NEeMHOro KOHTEHTA,

a TakXe 4S9 aBTOMaTU3MPOBaHHOW OLEHKM

N UCMONHEHNS peLlleHns o6 yaaneHuu,
MapKUpPOBKe NN AEMAPKUPOBKE, AEMOHE-

Mpu 3TOM NpPenmyLLEeCTBO PYYHON Modepaunm
3aknovaeTCs B OTHOCUTENBHOM TOYHOCTH,
BepUPULMPYEMOCTU PEIYNLTATOB yaaneHus

B cebs, Hanpumep, sBeaeHne JOnoONHNUTENTbHbIX
I'Ip06eJ'IOB NN NONTHOE UX OTCYTCTBUE,

Meta®

Ucnonb3yeT aBTOMogepauuto, YTo6bl BbISBASATL cnaM, GenKoBble
CTpaHuubl, NTOpHOrpaduio, 3KCTPEMUCTCKUE MaTepuansi,
PONUKKN CO cueHaMm XecToKocTU. OgHaKo Ha CErogHALWHUN

AEHb anropuUTMbl He CNOCO6HbI TOYHO pacno3HaBaTb NPMU3bIBbI

K OCYLLeCTBNIEHUIO 3KCTPEMUCTCKON OEATENBHOCTU —

3TUM 3aHMMaloTca MogepaTopsbl. A B Instagram® BHepgpeHa
nporpamma DeepText Ha 6a3e U/ gna ¢unbTpauum Tpasnu

M nspesaTtenbcTB. I3Ha4yanbHO oHa uckana TonbkKo cnam, NOTOM
Hay4ymnacb obHapyXuBaTb OCKOPOUTENbHbIE KOMMEHTapUH,

a 3aTeM MHCTPYMEHT Havyanu oby4yaTtb aHanM3y He TONbKO
KOMMEHTapueB, HO U MOCTOB.

CepBwuchbl
oKa3aHus
(nomoLun) =

CepBucCbl OKazaHWs MOMOLLM BKOYaoT
B cebs cnekTp opraHM3auun n CepBUCOB,
KOTOpble NO3BONSIOT PEBGEHKY, PoanTENIO
W UHBIM 3aUHTEPECOBAHHbIM NNLAM
3anpoCuTb MOMOLLb NCUXONOTOB,
BOMOHTEPOB, NPaBO3aLUTHUKOB

W OpYyrux cneumanncTos.

OHUW MOryT CNyXnTb A1 OKa3aHWs NCUXONOrMYeCKom
NOMOLLM, KOMMYHUKaLUA MEXAY OETbMU U rOCy-
papcteoM, HKO, BonoHTepamn. Takne opraHmaaumm
aKTMBHO NCMNOMb3YIOT TEXHONOTMU U BHEOPSIOTCS

B MHPPACTPYKTYpPY, KOTOpas KacaeTCsl NOAAEPXKMN
peten. OgHom 13 3apad nnatdopm pearnpoBaHns
Takxe fBNseTcs NpocBeLleHne ObLeCcTBEHHOCTH

5 Tlpun3HaHbl 3KCTPEMUCTCKUMU OPraHn3auusMm, 4esTenbHOCTb
KOTOPbIX 3anpeLLeHa Ha Tepputopun Poccunckon @epepaumn
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no Bonpocam nomoum getam. MNpu sTom
rNaBHbIMU OrPaHUYEHUAMM TaknX CNyX6
ABNSAOTCSA KOMMNETEHTHOCTb CMNEeLManmcToB

N Ka4yecTBO OKasblBaeMol nomolum. YacTto

B NOAOGHbIX OpraHudaumsx paboTatoT
BOJIOHTEPbI, KOTOPbIE HE BCerga MoryT
npaBuIbHO OKa3aTb MOMOLLb PEBEHKY,
CTONKHYBLUEMYCS C TPYOHOCTAMU N pUCKaMM.

TpyaHo
noapocTkam

MHorune nnatpopmbl pearmpoBaHus
noppasyMeBaloT HECKOMbKO KaHanos

015 KOMMYHUKaUUKW C AeTbMU, Harnpumep,
TenedoH LoBepUs, CanTbl, MECCEHAXEPDI
nnu yat-60Tbl. B 3aBUCMMOCTHM OT pa3mepos
N TEXHUYECKMX BO3BMOXHOCTEN OpraHmnsaumu,
KOMMYEeCTBO N NPOMNYCKHas CNOCOBHOCTb
Takux KaHanoB BapbUPYIOTCS.

YaT-60T, N03BONAIOWUIA AETAM, NOCTPaAABLIUM
OoT TpaBnu, o6paTnTbCca 3a nomMolublo. bot
cnoco6eH nepeHanpasBfsTb 3anNpPOChl O NOMOLLM

K opraHvMs3auusamM u MHGUBUAYanbHbIM Cneunannuc-
Tam. OH onpepensdeT npob6nemy pe6eHka U NOTOM
HanpaB/SeT CpaBOYHble MaTepuanbl, KOHTaKThbI
cneumanmcToB U NPOGUNbHBIX CNYX6.

(MIndpacTpykTypa) O

MNop nHpacTpykTypom NnogpasymeBaeTcs
COBOKYMHOCTb B3aMMOCBS3aHHbIX OObEKTOB,
CTPYKTYP, pelweHun B obnactn 6e3onacHocTy,
WHTErpUPOBaHHbIX B €0UHYIO CUCTEMY.

OcHOBHOW NpUHUMN obecneyeHus 6esonac-
HOCTW — 3TO HEMPEPbLIBHOCTb 3aLUUTbI
B NPOCTPAaHCTBE U BPEMEHW.

Yepes cUCTEMHYIO MHTErpaumo nHopa-
CTPYKTypa o6beguHsaeT pecypcsbl

M npocTpaHcTBa. [log pecypcamm
NOHUMAIOTCS Pa3NnNYHble TEXHNYECKME

1 annapaTHble CPeaCcTBa, NPOrpaMMHoe
obecneyeHne n 6a3bl faHHbIX, KaHarbl

n cpencTBa cBa3u. [IpocTpaHCTBa, B CBOKO
ouepenb, BKOYaloT B ceb5 pasnnyHble
dnsnyeckme ob6bEKTHI, HAYMHas OT MecTa
NpoXxmBaHusa pebeHka, 3akaH4YnBas
0O6LLEeCTBEHHBIMW MECTAMU, TPAHCMOPTOM,
Y4Y€OHbIMW 3aBEAEHUSMU U FTOPOLOM

B LLE/IOM.

AviaTor

[ 2 ] TexHONnormnyeckme peweHuna no 3awuTte neten B UHTEPHEeTEe

UHobpacTpykTypHbin npoekT INHOPE (MexpayHapogHou
accouuvaunm ropsunx nuHum uHtepHeta). INHOPE o6bepunHset
50 ropsuunx nMHuMnM B 46 cTpaHax anga 6opbbbl C MaTepuanamm,
copepxaliMMuy cekcyanbHoe Hacunue Hap getbMmu. OpraHmnsauus

exeropHo o6pabaTtbiBaeT Thica4yu 3anpocos. AviaTor —

3TO CMCTEMaA, B paMkax KOTOpOM MoaepaTopbl obpabaTbiBaloT
n3obpaxeHuns, paccTaBnsg Mapkepbl U xewu, GUkcMpys

ux B 6a3e. OTo NO3BONSET aBTOMATUYECKN BbISBNATb aHaNOrNYHbIE
npectynHble matepuanbl B uHTepHeTe. INHOPE nepepaet naHHble
NpaBoOOXpPaHUTENbHbIM OpraHaM, YTo COAeNCTBYEeT NOUCKY

M MOMMKE NPECTYNHMKOB, PacnpoCTpaHaoWNX Takue maTtepuarnsl.
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PUCKN B BYOYUIEM.

TpeHAabl n TexHonornm

NHdnoeHcepsl

HenpoceTn

VR

MeTaBceneHHble

NcKkycCTBEHHbIN MHTEeNNeKT

YMHbIE CUCTEMbI U FragXeThbl

YcuneHue BnusiHUS koprnopauun
Mopenu 3apaboTka B nrpax
MoHeTnzauma Nonb3oBaTENbCKOrO KOHTEHTA
BuomeTtpus

Bonbline paHHble

COVID-19 / coumanbHas nsonauus
LUndposnsauma obuiectea
leononuTnyeckne N3MeHeHus
BrnoknpoBka 1 HEKOPPEKTHOE
perynmpoBaH/e MHTEPHET-PECYPCOB
MNoctnpaBpa
CoumranbHO-3KOHOMUYECKNE N3MEHEHUS

CylecTByloWwme pmckm

OnacHble TpeHabl 1 YenneHoxu
AnropuTmbl yaepXaHus BHUMaHUs
Knéepbynnunr

CrankuHr

MPymuHr

CekcyanbHble goMoraTenbCcTBa
OHnaH-MOLIEHHNYECTBO

Kpaxa, cbop n akcnnyataums
NepCcoHanbHbIX AaHHbIX
[esnHpopmauns

MNpoaBWHYTbIE METOANKN MapKETUHTa
Nrposas 3aBucnmocTb

MNpopaxa 3anpeLeHHbIX TOBapOB 1 yCnyr
TeMHble naTTepHsbl

WepeHTUHr

N36bITOYHOE nCcnonb3oBaHNe UHTepHeTa
BosneueHune peTten B KpMUHasbHbIE
coobuiecTBa

[ oKcuHr

Papvkannsaumsa n akCTpeMmam
BkniouaeT Bce 23 pucka

NH®JTIOEHCEPLI, POCT
X BINAHNUA N BUPTYATTU3ALNA

B3AMMOLENCTBUA MEX Y B3POC/IbIMU
M OETbMW B VR N METABCEJIEHHbIX

NN KAK NUHCTPYMEHT
NPECTYMNHNKOB

NN KAK YACTb NMPOLIECCA
BOCIMNUTAHUA

ANCTAHUMOHHbBIE CMNOCOBbI
SKCIMITYATAUNUN OETEN

UMDPOBOW CNEQN,
N BUOMETPUYECKUE OAHHBIE

TPAHCOOPMALINA COLUUATIBHbIX
HABbIKOB OETEW

NONYNAPU3ALINA «CEPbBIX»
B3SAUMOOENCTBUN

Y>XXECTOYEHUE
NH®OPMALMOHHOW BOUHbI

POCT UN®PPOBOIO
PA3PbIBA

[3]1 Pucku B 6yaylwem
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NHOJIIOEHCEPBI, POCT NX
BIANAHUA N BUPTYAIIU3ALLUA

NHdnoeHcepbl BIMAIOT Ha MHEHME U BbIGOP AETEN N NOAPOCTKOB,
TPaAHCNNPYIOT CBOU LLEHHOCTM M NOJb3YIOTCS LOBEPUEM CO CTOPOHDI
ayanTopun, HO He BCerga OCO3HaloT OTBETCTBEHHOCTL 3a 3TO.
Mpun 3TOM NOSBAAIOTCA NONYBUPTYanbHble U BUPTYalbHble
NHNIOEHCcepbl, 3a aBaTapamMmi KOTOPbIX CTOST HEM3BECTHbIE Noan
Uy opraHmMsaLumnmn, CNocobHble TPaHCINPOBaTb CBOU LLEHHOCTM

N MaHUNynNMpoBaTb AOBEPUEM ayaUTOPUM B Pa3NINYHbIX LLENSX.

B3AUMOJOEUCTBUA MEX Y
B3POCIIbIMU . JETbMHU

B BUPTYAIbHOW PEANIBHOCTU
N METABCEJIEHHbIX

B coBpemeHHbIx VR-nprnoxeHusx cteneHb KOHTpons

3a B3aMMOOENCTBMEM OEeTEN U B3POCIIbIX HN3Ka — B3pPOC/ble

MOTYT MCMONb30BaTb aBaTapbl AeTen, a AeTU MOy T NCMOb30BaTb
aBaTapbl B3poc/biX. C NPOHMKHOBEHMEM B Hally XW3Hb BUPTYaribHOW
peanbHOCTUN N MeTaBCENEHHbIX BCe H6onbLue Moaen pasHbiXx BO3pacToB
OyayT BbIXOQMTb Ha OOHM U Te xe nnowagku. B VR yxe oTmevanuch
npeueaeHTbl KN6epOyNanHra, CekCyanbHbIX AOMOraTenbCTB

W Opyrnx gencTBmm, KOTOPblE CNOCOHBHbI PacnpPOCTPaHNTb
COMyTCTBYIOLWME PUCKN Ha AeTen N NOAPOCTKOB.

NCKYCCTBEHHbBIN MHTENNEKT
KAK UHCTPYMEHT
NPECTYMNHMNKOB

Kommogunsaums nckyCCTBEHHOrO MHTENNEKTAa, YNpOLLEHNe
CO3[aHNa HEMPOCETEN U BbIXOA NOAOOHbBIX TEXHONOMMI

Ha NOTPEebUTENBbCKUIA PbIHOK MO3BOMAT 3M10YMbILLNEHHUKAM
NCNONb30BAaTb MX B KAYECTBE MHCTPYMEHTA. YXe cenyac ecTb
npuMepbl CUCTEM, CMOCOOHbIX KOMMPOBATb NMULO, FONOC

N MYMUKY — 3TO MOXET MCMNOMb30BaTbCs MOLUEHHMKAMM

ons obxopa cmcTeMm, 6asnpyoWnxcs Ha GUOMETPUYECKON
Bepudukaumn. NopgobHbIe TEXHONOrMM NO3BONSIOT arpPecCrBHO

4 >>

5 >>

HaCTPOEHHOMY pebeHky codaaTb ¢OTO UMK BUAEO, B KOTOPbIX
CBEPCTHUK HAXOANTCS B KOMMPOMETUPYIOLLEN CUTYaLMN.

NCKYCCTBEHHbBIA MHTENMNEKT
KAKYACTb MPOLLECCA BOCIUTAHUA

[loMaluH1e roflocoBble aCCUCTEHTbI OTKPbLIBAIOT HOBbLIM BEKTOP

A5 BTOPXeHUs kopnopauuin B ceMbto. CyliecTByeT BEPOSTHOCTD,
4yTO meTu, nonbaytowmnecs MN-accncteHTamm kak urpyLiKkamm,
CTaHyT XepTBamu co3paTtenen Takmx yctponcts. Cospatenu MoryT
TpaHCnnpoBaTb Yepes3 HUX naen, MaHnnynmnpoBaTb anropntMamMm
nonobopa KOHTeHTa, cobupaTth AaHHble. Takxe BO3HUKaAET BOMNPOC
06 0CO3HaHUM poauTensiMu becnpeLeneHTHON Ponu, KOTOPYIO
Kopnopaunn Ha4ynHatoT urpatb B BOCNUTaHUN UX ,EI,eTeI;I.

ANCTAHLUMNOHHbLIE CITIOCOBbI
SKCNOYATALMN OETEN

OpHa 13 mexaHuk Web 2.0 — cospnaHune KOHTEHTa NofIb30oBaTENAMM.
HecoBeplueHHONEeTHME yXe cenvac abCcontoTHO becnnaTHO
NPOM3BOAAT KOHTEHT Ha nNnatdopmMax KOMMEPUYECKNX KOMMaHUN.
Hanpumep, coTHM YacoB rpynnoBon paboTbl yXOAAT Ha NPOEKThl
B Bugeourpe Roblox, npnbbiib 3a KOTOpPbIE NONyYaeT KOMMNaHus,
a He pakTMyeckme cosgatenn KOHTeHTa. Tema akcnnyataumm
LETCKOro Tpyaa B UHTEPHETE Mano ndyveHa, 1 B3pocsble peako
NMOHMMaIOT, MO KakMM npasunam GyHKLMOHNPYET CNOXHas!
3KoCUcTeMa BUPTYyanbHOro Tpyaa oeTew.

[3]1 Pucku B 6yoywem
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LNOPOBOW CNEL
N BUOMETPUYECKME OAHHbIE

LUndposon cnen HaunmHaeT HakannMBaTbCs PpebeHKOM

C CaMoro paHHero Bo3pacTa. 3TO MOXET ABNATbCS BEKTOPOM
A5 pa3HOO6pasHbIX aTak: HEOCTOPOXHOE BbiCKa3blBaHNE B
WHTEPHETE MOXET CTaTb NOBOAOM A1 YBONIbHEHUS, @ OOLUMPHbIN
umdppoBon cnen, bUoOMeTprUYeCcKMe N NepCcoHanbHble AaHHble —
uenb ons MOLWEHHWKOB, CTaNkepoB U OPYrMX 3/10YMbILWLIEHHUKOB.

TPAHCOOPMALINA
COUMANBHbIX HABbIKOB NETEN

OeTun cTtanu 60onblue 06LWaTbCa OHNAaNH, NONb30BATLCS
LOMALIHUMUN YCTPONCTBAMU C UCKYCCTBEHHbBIM UHTENNEKTOM
n ¢opMmnpoBaTb NapacoumanbHble CBA3M ¢ 6norepamu

n nHdnoeHcepamu. Npouecc 0CBOEHNST CoOLManbHOro Nons
W3MEHWNCSH, U Y OeTeN MOryT NoaBnaTbCa Npob6neMbl

8 >>
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C TpagMumMoHHOM dopmon coumannsaumnm. Npn aTom pucku,
CBSiI3aHHbIE C 3aBUCUMOCTbIO OT MHTEPHETA, COLMaNbHbIX CETEN

N KOMMNbIOTEPHbIX Urp, OyOyT HaxXo4WTb BCe Bonbluee pacnpocTpaHeHne.

NoNYNA4PU3ALUNA «CEPbIX»
B3AUMOLOENCTBUN

MaccoBble orpaHn4yeHus gocTyna K pecypcam B UHTEPHETE

1 BO3MOXHas pervMoHann3aums HTEpHeTa yxe npuBenu

K pacrnpocTpaHeH1Io pasnnyHbIXx CEPBUCOB U NOAXOA0B

Nno NpeoaoneHnio BBOANMbIX 3anpeToB. Takme nporpaMmsbl
NONYNSAPHbI Ny BBPOCHbIX, Ny AETEN, UMEIOT YAOOHbIN MHTEpdENC

W 4acCTO BbIK1aabIBalOTCA B UHTEPHET C PYKOBOACTBaMMU MO HaCTPOWKe.
MNonynspusauns «cepbix» B3aUMOOENCTBMA MOXET NPUBECTU
pebeHka He TONbKO K U3YYEeHMI0 MHOOPMAaLMOHHbBIX TEXHONOMNI,

HO 1 BCTYMNNEHUIO B XaKEPCKYIO A4ENKY Ha POSb Tak Ha3blIBAEMOro
«script kiddie» — oHoro nogmacTtepbst 6051ee OnbITHbIX XaKepOB.

YXECTOYEHUE
NHO®OPMALMOHHOW BOUHDI

Pa3Hble akTOpbl BCe akTUBHEE UCMOb3YIOT KNH6EPNPOCTPaHCTBO
LN MHGOPMaLMOHHbIX BOWH. [leTn He obnagaloT pa3BuTbIM
KPUTUYECKMM MbILLNEHMEM, MO3TOMY Hanbonee ysa3BUMbl —

OHW HEBOMbHO OKa3bIBaOTCSA rMaBHbIMU XepTBamMu
NHGOPMAaLMOHHbIX BOWMH, MOCNeacTBUS OT KOTOPbIX OyayT
MHOXWUTbCS U CTAHOBUTbLCS BCE MEHee npenckasyeMbIMU.

POCT LUO®POBOIO
PA3PbIBA

LindpoBoe HepaBeHCTBO 1 pakTNYeCcKoe nopaxeHune

B rpaxaaHCKMX NpaBax AeTeEN N3 OTAENbHbIX CTPaH MOXeET
OrpaHnYmnTb NX B CMOCOBHOCTN NONYYNTb CBOEBPEMEHHYIO
MOMOLLb 1 3alWMTYy: MPOBaNAepbl yCNyr He CMOryT
BOCMOMb30BATbLCS NOMHbIM CNEKTPOM Mep Mo NPOTUBOOAENCTBUIO
Knbeppurckam, a NpaBoOOXpaHUTENbHbIE OpraHbl OyoyT
OorpaHn4YeHbl B paccnenoBaHum NPecTynneHnn.

[3]1 Pucku B 6yoywem



PekoMeHpauunn
cTenkxongepam
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(O6pasoBaTtenbHbIe )
yuypexaeHus

K yncny Takmx ctemkxongeposB Mbl OTHOCUM
rocynapcTtBo, o6pa3oBaTefnbHbIE yYpexaeHus,
KOMMepYecKkmne npegnpuaTtus, poauTtenen,
HekoMMepuyeckune opranmsaunn (HKO)

N coumanbHbIX NpegnpuHUMaTenen,

a Takxe VT-pazpaboTumkos.

MNepen obpasoBaTenbHbIMU YHYPEXAEHUAMMN CTONT KOMMNEKCHAas
3apadva, CBA3aHHas OOHOBPEMEHHO C 6e30nacHbIM BKIIIOYEHNEM
OHNaMH-TEXHOMOr NI B y4ebHbIN NpoLecc, peannaaunen y4yebHbix
npPOorpaMm v AUCLMMNH, NOCBALWEHHbIX MHTEPHET-6€30nacHoCTY,
a Takxe undposon counanmsaumen geten n NnogpoCTKOB.
Heobxooumo npoBedeHne KOMNNEKCHOro aHannaa Knbeppuckos
W CTaHpapTM3aumns NpoLeccos, CBA3aHHbIX C UCMONb30BaHNEM
KOMMbIOTEPHbIX N UHTEPHET-TEXHONOIMI B 06pa3oBaHnN.

BaXHO y4MTbIBaTb, C OQHOW CTOPOHbI, YTO 3pPeKTUBHasA
3awmTa MOXeT 6bITb [OCTUTHYTa NPUY YCIIOBUN CKOOPAMU-
HUMPOBAHHbIX U 06OCHOBaHHbIX YCUUA CO CTOPOHbI

O6pasoBaTenbHble MOAYNM NO Knbepbe3onacHOCTU U LMPpPoBOMN
rPamMOTHOCTU AONXHbI CTaTb CKBO3HbLIM HanpasfieHnem

B 0Opa3oBaHMM AeTeN N NOOPOCTKOB Ha BCEX 3Tanax obyyeHus.
Kpome Toro, gonxHbl 6biTb pa3paboTaHbl NPOrpaMmbl NOBbILLIEHMUS
KkBanudoukaummn onsg cneunannucTos, No poay AeaTeNbHOCTU CBA3aHHbIX
C kmbepsalmTon geTen n NnogpPoCTKOB (Nepgaroru, PUCTHI,
COTPYOHUKM NPaBOOXPaHUTENbHbIX OPraHoB, NCUXOMOTU U T. 4.).

BCEX 3aMHTEpPeCOBaHHbIX CTOPOH. C Apyron CTOpPOHbI,
Mbl y6eXAeHbI, YTO KiloueBas posnb B o6ecneyeHun
MHTepHeT-6e30NacHOCTU 3aK/loYaeTCs B COAENCTBUN
npoueccy ¢opMrMpoBaHusa pebeHka Kak OCOZHAaHHOro
M ONbITHOro cy6bekTa, akTUBHO UCMOMb3YIOLLENO

unppoBbIe pecypcChbl AN CBOEro pa3BUTUS. .
Meparoru QOMNXHbI CTaTb MoAepaTopamMu 6bITOBOM KyNbTypbl 6e3onac-

HOCTM UCMNOJb30BaHWUSA UHTEPHETA U LNPPOBbIX TEXHONOTUA. UHCTUTYT

KNacCHOro pyKoBOAMTENS U LLIKOMNbHOIO NCUXOSIora Hy>XXaaeTcs B nepe-

OCMbICNIEHUU C YYETOM LUnbpOoBM3aLNN Cpebl, OKpYXaloLen oeten

1 nogpocTkoB. COBMECTHbIMU YCUUAMW NeparoroB 1 poanTenen

Heo6Xx04AMMO HaxoaouTb 6anaHC Mexay KOHTPOMNEM M NPUBATHOCTLIO,

< I OC Dla pCTBO) npwv 3TOM OCHOBHOW 3aavYen OoNXHa CTaTb peannsaums UHTEPHeT-
y NOTPeBHOCTEN U MHTEPECOB LLKOMbHMKA Ha OCHOBE B3aMMOYBaXeHUs,

NOAAEPXKM U Pa3BUTUS CAMOCTOSTENbHOCTW.

locynapCcTBO AOMXKHO B3ATb Ha Ce65 BeAyLLYIO POsb MO opraHu3aumnm

1 KOOpAMHAUMM COBMECTHOM OEATENbHOCTM PasfNYHbIX CTENKXONOEPOB.
Heob6xoommo paclumpeHne NoaaepXKM CyLLECTBYIOLLMX U CO3AaHNe HOBbIX
KOMMYHMKaLNOHHbIX NOWafoK, NpeaHasHaYeHHbIX Ang 06CyXaeHUs

npobnem kMéepbe3onacHOCTM N MONCKa COBMECTHbIX NMYyTEN NX PeLUEHNS. CKO M M e p LI eC K M e )
Heobxopnmbl rocynapcTBEHHbIE MPOrpaMmbl kKogudukaumm n pen' n p M HTM ﬂ

N MOHUTOPUHra Npobnem kMbepbes3onacHOCTN AeTen U NMOJPOCTKOB,
a TakXxe nporpamMMbl NOAAEPXKKN MEXANCLMUNINHAPHBIX TEOPETUYECKMNX
1 NpUKNagHbIX UCCNeqoBaHnn B AaHHom cdepe.

B uenowm, 3agaya 6usHeca B 0651acTv obecnevyeHunss MIHTEpHeT-
6e30nacHOCTU AeTen 1 NOAPOCTKOB 3aKNio4YaeTCs B COLManbHO
OTBETCTBEHHOW MO3ULMM NO OTHOLLEHWIO K PUCKaM U yrpo3am,
BO3HMKaIOLLMM MO OTHOLIEHMIO K [AHHOW KaTeropumn HaceneHus
npu paspadoTke n peannsaunm undpoBbIX TOBAPOB U YCNYT,
pacCcuYMTaHHbIX Ha PasfnyHbIEe LeNeBble ayanTopun.

3akoHogaTeNbHOE PErynMpoBaHmMe NepCcoHanbHbIX AaHHbIX HYXAaeTcs
B COBEPLUEHCTBOBAHUN B YaCTN OTKPbLITOCTM U 6€30MaCHOCTY NPakTuK,
CBSI3aHHbIX C faHHbIMW AeTeln 1 nogpocTkoB. Lndposbie npasa aeten
KaK YaCTHbIX, Tak U NnaTdOPMEHHbIX MONMb30oBaTENEN AOMXHbI 6bITh
nepecMoTpPEHbI Y NepecMaTpuUBaTbCs PerynspHo.
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Poogutenu

HKO

Kommepueckune npeanpustis 4OMXHbI MPOBOANTb 3TUYECKYIO
3KCMNEPTUIY PacnpOCTPaHAEMOro LMPPOBOro KOHTEHTA, 3NIEMEHTOB
An3anHa, Nob30BaTENbCKMX MHTepdencoBs, BHeapsiemblx UX/UI
pewenun n gp. CooTBeTCTBYIOLWNN GYHKLMOHAN AOMXKEH BXOAUTD

B chepy OTBETCTBEHHOCTU CreUManbHbIX COTPYLHWUKOB, 3aHUMat0-
LLMXCS BONpoOcamm cobnoaeHus TpeboBaHum B o6nactu kubepode-
3onacHocTu geten u nogpocTkoBs («Chief Kids Compliance Officer»).

Ocoboe BHUMaHWe cnegyeT yaensatb pa3paboTke MHULMAaTUB,
HanpaBeHHbIX Ha NOOAEPXKY U pa3BUTUE COTPyOHNYECTBA
OV3Heca 1 gpyrux KnoYeBbIx CTENKXonaepoB B o6nacTtu
pa3paboTkn N BHeOPEHNS HOBbIX 3 PEKTUBHbBIX MEXAHN3MOB
obecneyeHns NPMBaTHOCTU OETEN M NOOPOCTKOB B OHNAaMH-cpeae.

Poontenam npUHagnexunT Kn4yeBasa ponb B I'IepBI/ILIHOVI
coumanmsaunm geten, opraHn3aunn nx noeBcenHeBHbIX NPakKTUK.

Bo-nepBbix, HeO6Xx0OMMa BOBMEYEHHOCTb pOAUTENEN B BUPTYalbHYIO
XWN3Hb CBOUX JJ,eTeI?I, npogasneHne ypaxeHna n nHTepeca K aTOoN

YyacTu coumanudauumn NMYHoCTU. Bo-BTOpPBIX, CNnegyeT MCNonb3oBaTh
BCE BO3MOXHOCTW [/19 NOBbILIEHUS COBCTBEHHBIX KOMMETEHLIN

B o6nacTu UMdpPoOBON rPaMOTHOCTU N KN6epbe3onacHOCTK.
B-TpeTbnx, HEOOXOAMMO OENUTHCS NYULWMMN NPaKTUKaMm
opraHmaaumm MHTEPHET-aKTUBHOCTU AeTel, yunTbiBaloLWmnx 6anaHc
MeXnay X NPUBaTHOCTLIO N KOHTPONEM Hag gencteusamun. U HakoHew,
He CTOUT UFTHOPUPOBAaTb JOCTYMHbIE TEXHONOIMYECKME MHCTPYMEHTDI
nHdopMaLMOHHON 6e30MacHOCTU AeTel U NOAPOCTKOB.

3apava 06LWEeCTBEHHbIX OpraHM3auuni, Tak UM nHadve
CB$fI3aHHbIX C NPOb6NeMamMn NHTEPHET-6€30MacHOCTH
LOeTCTBAa, 3aK/lo4aeTcsa B pacnpoCcTpaHeHnn
WHULMATMB, HanpaBs/eHHbIX Ha Pa3BUTME AAaHHOTO
HanpasneHus, a Takxe B KoopanHaunum gencTemmn
pas3nn4yHbix GaKkToOpOB.

[4] PekomeHpauuu cTerikxongepam

OyHkunsa HKO 3aknovaeTcst B CO3AaHNM 1 NOAOEPXKE MEXANCLUNNIN-
HapPHbIX AUCKYCCUOHHBIX NNOLWafok no Bonpocam knbepbesonac-
HoCTUK geTen n nogpocTkoB. HKO cnocobHbl BbICTynaTh B Ka4ecTse
LEHTPOB 3HaHWUM N KOMMETEHLMM ANS Pas3nnYHbIX CTENKXONAEPOB,
HY>XJaloLWNXCS B COOTBETCTBYIOLLEN SKCMepTU3e.

OHU Takxe OOMXHbI B3Tb Ha cebs agpecHyo NogaepxXKy AeTen

1 NOAPOCTKOB, CTOMKHYBLUMXCS C NOCNEeACTBMAMMN Pa3nnNyHOro

Tnna kmbepaTak, HyXOaloLWmMXCs B peabmunntaumm n pecoumannsauunm.
CnepyeT OTAENbHO OTMETUTb NEPCNEKTUBHOCTb Pa3BUTUS
coumanbHOro npeanpuHMMaTensCcTea B chepe NHTEpHeT-
6e3onacHOCTU feTen 1 NOAPOCTKOB.

NT-pa3paboTunku

</

NT-pa3paboTunkm 9BRsSOTCA MCTOYHNKOM NPOPECCUOHANbHbBIX
KoMneTeHLMn B obnacTn knbepbe3onacHOCTH, a TakxXe
cosgaTtensaMm NpoaykTOB, HaNpPaBneHHbIX Ha NHGOPMaLMOHHYIO
3alLMTYy pasdnunYHbIX KAaTEropu HaceneHus, BKoYas oeten

N NOOPOCTKOB.

OddekTnBHAA AEATENBHOCTL NO pa3paboTke NT-pelueHnn,
nopaepXuBaloWmnx Knbepbe3onacHOCTb U CHUXAIOLLMX

PVCKKN Nonb3oBaTenemn MHTepHeTa, HEBO3MOXHa 6e3 obmeHa
OMbITOM, ANCKYCCUM Ha NpodecCcrnoHarbHbIX U MHAYCTPUaNbHbIX
MepOonpuaTUaX, B TOM YMCNE MEXAYHapPOOHOro YPOBHS, U3y4eHus
N NCNOMb30OBaHMA 3apyBEXHOro onbiTa, Ny4YWwnx NPaKkTUK.

OpHUM 13 Hanbonee NepPCnekTUBHbIX HanpPaBneHUn

B JaHHOWM obnacTu npeacTaBnseTcs pa3BuTne KoMmniekca
MPEBEHTUBHBIX MEP 3aLMTbl Ha 6a3e GOMNbLINX AaHHbIX,
npodunnpoBaHus, NPEANKTUBHON aHanUTUKN U HENPEpPbIBHOTO
MOHUTOPWHra 3a CYeT COTPYAHMYECTBA CO CrneunanmcTamm

B 06/1aCTW NCUXONOTMN, KPUMUHANUCTUKA U T. 4.

Takxe cnegyeT 06paTUTb BHUMaHNE Ha BaXHOCTb obecnevyeHus
3KONOTrMYHOM Pa3paboTky MPOrpPaMMHbIX MPOJYKTOB C YHETOM
NPUHUWNOB 1 Llenen B obnactn yctonumsoro passutus OOH.



58 // 59

MeTtopnonorus
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(TTepBbin)

Tarl

1>>

2 >>

3>>

4 >>

5>>

Bbin npoBeaeH knacTepHbIN aHann3
Ha OCHOBE Bbl6OPKM, BKIIOYAIOLLEN
6onee 21 TbiCA4YM Hay4HbIX CTaTEN.

Bbinn npoaHanu3upoBaHbl 6onee

500 ncToYHMKOB NUTEpPAaTypPbl, NOCBALEHHbIX
TeMme 6e30MacHOCTUN HECOBEPLUEHHONETHUX
B MHTEpPHeTe.

MNocne nepBn4HOM cucTemaTndauum 6oinm
BblgeneHbl 23 knbeppucka. O6begnHeHne pnckos
B KaTeropmm Npomncxogmno Ha OCHOBE He3aBUCU-
MOrO 3KCNEPTHOro KOAUpPOBaHus: B paboTe
yyacTBoBanu 4 akcnepTa, KaXabln U3 KOTOPbIX
co3paBan cob¢cTBeHHbIN Habop kaTeropumn. MNocne
3TOro peaynbraTthl paboTbl KaXaoro akcneprta
CpaBHMBanNMCb C ApPyrmmMm, U NPUHMManocCh pelue-
Hue o $OpPMMPOBaAHUM KAaTEFOPUM U O €€ Ha3BaHUW.
PacxoxpeHus ob6cyxpanmcb, U NO KaXaomy

N3 HUX 3KCNEePTbl NPUXOANNU K COrnaculio.

Ans kaxgown kateropum Mmbl chopmMmpoBanu
onucaHue, cogepxaliee onpegeneHue,
pacckas o cyTu u crieunduke yrposbl,
OOCTYMHYIO CTaTUCTUKY N UCCNeaoBaHus,

a Tak>Xe Kencbl U NpuMepsbl.

Mbl npoaHanmuamnpoBanu 6onee 300 UT-
peLeHNN, NaTEHTOB, KOMMEPYECKUX
KOMnaHumn, NnnatGopM N CEPBUCOB C TOUKU
3peHnsa nx peanbHOW UNu NOTeHUUanbHOMN
CNoco6HOCTN NPOTUBOAENCTBOBATH
knéeppuckam. B peasynbrate no ton

Xe aHanuTM4yeckom npoueaype 6binm
cdopmupoBaHbl 8 kateropun NT-peLueHnn.

>21 000

Hay4HbIX cTaTen

>500

WNCTOYHMKOB
nuTepaTypsl

23

knbeppmcka

8

Kateropum
NT-peweHnin

(BTopon )

dTarl

[ns yyacTtuns B paboTe Obiiv oTo6paHbl 24

aKcnepTa — cneunanucTbl B 06N1acTn UHTEPHET-
nccnenoBaHum (Coumonoru, NCUxonoru, negaroru),
knbepbesonacHocTn n NT-coepeol. Kaxpomy
aKcnepTy 6bInu NpennoxeHbl MaTepunanbl —

>>  KAXIOOMY SKCOEPTY NPEMNOXIIIA

BTopon atan Takxe cTpouncs Ha MeTo-
OONOrnMn arpernpoBaHHbIX 9KCNEPTHbIX
oueHok. Llenb atana — paccopTtupoBaTb
23 knbeppucka No CTENEHU X ONACHOCTMH
N 9PpPEeKTUBHOCTN TEXHONOTMYECKUX MEP
3alunTbl AeTEN OT KOHKPETHOro pucka.

[5]1 Metoponorus

«KapPTOYKN-NaCMOPTUYKN» KNOEPPUCKOB M 3aLLUMUTHBIX
NT-pewennn. Kpome Toro, 6bin1 NnpoBegeH OHNanH-
CemMuHap C npeseHTaunemn pesynbTatos NepBoro
3Tana uccnenoBaHusi, pasbopom KN6eppPUCKoB

W 3afaHu ANns aKCnepTHOM paboThl.

OLEHUTh N0 10-BANNLHOM LIKATE:

«CTeneHb onacHOCTM» KaXAoro
pUcCKa: TAXeCTb I'IOCJ'IG,EI,CTBI/II;I ana
NMCUXONOrn4eckoro n puanyeckoro
300pOBbs pebeHKa, BNnsSHue

Ha coumanbHoe 6naronony4ue,
CNOXHOCTb peabunmtauunm.

«d¢$pPeKTUBHOCTb TEXHONOTUN»
3almUTbl: HaCKObKO XOPOLUO
NMeloLWMecs TEXHOMNOrnKN 3alunLatoT
pebeHka OT KOHKPETHOro Knbéeppucka.

(1)

puck
He onaceH

3awWwmnTbl HeT /
TEeXHOMOornm

He apPeKkTnBHbI /
nx HeT

pucK nmeet
KpUTnyeckmnn
ypOBEHb
onacHocTu

®

\
cyllecTBytowmne
TEXHONOrK
NOMHOCTbIO
sawuuiaoT

OT pu1cka
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MNonyyeHHble OUEeHKM AN KaX[oro 3 puckos

W ANS KaXO0W TEXHONOMMK ObIN MPOaHanM3npOoBaHbl
Ha cxognmocTb. OLeHNBanUChb pasfnyHble BapuaHTbl
CPEeAHUX OLEHOK (CpeaHsa apnemeTmnyeckas,
MedmaHa), a Takxe cTatucTmyeckas Bapuaums.

B pesynbTaTe 6binM BbISBNEHBI ClyYan 6UMoganbHOro
pacnpepeneHus. B ocHOBHOM 3TO kacanock oLueHokK
3¢ PEKTUBHOCTUN MHPOPMALMOHHbBIX TEXHONOMNN.
BumopanbHoe pacnpepeneHne ykasbiBaeT Ha 3Ha-
YMMOE PacxOXAEHNEe MHEHUN: YacTb SKCNepTOB
npvnucbiBany onpeneneHHoN TEXHOMOMMN BbICOKYIO
CMOCOOHOCTb 3alMLWwaTh OT PUCKOB, @ YacTb
HaobopPOT — NpunucbiBana 6onee HNU3KNE OLEHKMN.

Mocne 3aBepLueHWs NpoLeaypbl Mbl NONPOCKN
HEKOTOPbIX IKCMEPTOB MPOKOMMEHTUPOBATb

MX NOTUKY BbiCTaBNEHNs oLeHok. PaccyxaeHuns
N 3aMevaHus CUCTEMaTU3NPOBaHbI B OTYETE

no pesynbTaTtam UCCnefoBaHus.

Oco6€eHHOCTbIO AaHHOIO UCCefoBaHUA SBNsSeTCs
MCMNONb30BaHNE B €r0 OCHOBE UCKYCCTBEHHOTO
MHTennekTa (MaWwmnHHOro obyyeHus), npeBannpo-
BaHWe MeTOA0B aBTOMAaTUYECKOrO KONMMYECTBEHHOIo
aHanusa B uenax obecneyeHns 4OCTOBEPHOCTH

BHyTpeHHs aHanuTuUKa ¢ ncnonb3oBaHnemM nnatpopmol TeqViser

peaynbtaToB. [lpenctaBneHHas nHdopmaums

1 BbIBOAbI MONYyYE€HbI C NPUMEHEHNEM UHTEN-
NneKkTyanbHOW aHanUTUYeCKON CUCTEMbI BbISBNEHUS
HOBbIX PbIHKOB, MEPCMNEKTUBHbIX TEXHONOTrNI

N MeToOoB MX ncnonb3oBaHus TeqViser.

TeqViser — MHCTPYMEHT O 06beKTUBHOIO U CBOE-
BPEMEHHOIO NPUHATUS PELUEHUN, KOTOPbIN
CNOCOBEH CYLLEeCTBEHHO AOMNOMHUTL TPaAULMOH-
Hble MeTOAbl OLLEeHKM 3KOHOMUNYECKMX NEPCNeKTnB
WHHOBALIMOHHbIX Pa3paboToK K TEXHONOIMYEeCKMX
cTtapTtanos. LlndpoBble TEXHONOrMN HEe TONbKO
CYLLECTBEHHO pPacLNpUnN nccnegyemyio
BbIOOPKY, HO N 3HAYUTENBHO COKPaTUIN CPOK
06paboTKN NCXOOHbIX AaHHbIX, NPeacTaBnss
pesynbTaThl U peKoMeHaaunm ans NpuHATUS
ynpaBneH4yeckux peweHunn. iccneposaHne
OCHOBAaHO Ha aHannae NepPBUYHbIX NCTOYHMKOB,
NPEeNMyLLLECTBEHHO TEKCTOBbIX aHMNOA3bIYHbIX.
[ns nonyyeHns CTPYKTYPUPOBaHHbIX AaHHbIX

N3 MOJSly4YEeHHbIX MaCCMBOB NPUMEHSAETCS
MaLUNHHbBIN NIMHIFBUCTUYECKUIN aHanus, a Takxe
aHann3 4acToTbl YNOMUHAHUIA TOFO NN UHOTO
HanpaBneHNs TEXHONOMrMYEeCKOro pa3BnTUs

n cdepbl Ero NPUMEHEHMNS.

BHelwHaa aHanuTtuka

® y6nvkaumn 8 CMU ¢ HayuyHbin ny6nukaumm @® AHanms oT4yeToB
MeX/AyHapoaHbIX
11 KOHCANTUHIOBbIX
The SSAGEJOURNALS KoMnaHNY

KommepcaHTs H Guardian ) Oni H ‘

E E E ‘ ‘ THE TIMES ResearchGate ‘ ‘ Publmed ‘ unicefés

The Washington Post ‘ ‘ 1z L statista "a

ELSEV ; ER S

\_

@P reqviser

Kewncbl TexHonoruum

crunchbase ﬁgg{gﬁtea"

Office

NHBecTnumn ® [aTeHTbI

CEEE

McToYHMKaMn gaHHbIX AN UCCNeaoBaHms cnyxat
HaKOMMEHHble 3a HECKONbKO NeT 6a3bl AaHHbIX,
KOTOpPbIE NO3BONAIOT aHaNnnM3npoBaTb TPeHAbl Ha
Pa3HbIX aTanax XM3HEHHOI o UnkKna, Ha4dynHaa ot
peweHnd (I)yHD,aMeHTaJ'IbeIX Hay4HbIX npo6neM

O6uwan 6a3a
TeqViser

1,2 MnH
nyénukaumn CMU

608 000

MHBECTULN

33 MmnH

NaTeHTOB

64 MmnH

Hay4HbIX
nyénukauuin

Puckn
B UHTEpPHeTe

53 000
nyénukaumn CMU

yaviele)

MNHBECTULNN

%/

32 000

naTeHToB

109 000

Hay4HbIX
nyonukauum

[5]1 Metoponorus

1 3aKaH4YnBas NPakTUYECKUM NPUMEHEHNEM
TEXHOMOMMIN B PbIHOYHbIX MPOAYKTaX U PELUEHUSsX.
B kayecTBe MCXOAHbIX AaHHbIX Bbl6paHbl
NepBUYHbIE HE UHTEPMNPETUPOBAHHbIE IKCNEPTaMM
CBMOETENbCTBA PA3BUTUSA TEXHONOMUN.

Puckun pna peten
B UHTEpPHeTe

PyyHon
aHanus

13 000
ny6nukaumn CMU 500+

120 HayY4HbIX cTaTemn

MHBECTULNN

9 (M)

200

NaTeHTOB U peLweHnn
1000 :

naTeHToB 100
22 000 N T-koMnaHum

HayYHbIX
ny6nvkaumin
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(O6 aBTOpax)

>>

>>

>>

>>

BOPUC
FMA3KOB

Buue-npesngeHT
Nno CcTpaTern4yeckmm
NHMLMaTMBaM

MNAO «PocTtenekom»

MAKCUM
KOHOPATbEB

AHanNUTUK,
MINDSMITH

OAPbS
BOPOHUHA

Crapwun aHannTuk,
MINDSMITH

OAHUUN
LLEPBEAKOB

Mnapgwum aHanuTuk,
MINDSMITH

>>

>>

>>

>>

NABES :
KPACOBCKMU

3amecTuTenb aupekTopa
LleHTpa cTpaternyeckmx
MHHOBaLMN

MAO «Poctenekom»

AHACTACHUA
TETEPKUHA

AHannUTuK,
MINDSMITH

MBAH
KJIMNMOB

Okcnept MINDSMITH, goueHT
dakynbTeTa coumanbHbIX
HayK, CTapLUny Hay4HbIN
COTPYAHWNK MexayHapoaHown
naboparopumn NPUKIagHoOro
ceTeBoro aHanusa HAY BLUS

Mbl BbIPAXXAEM

>>

>>

>>

PYCINAH
IOCY®OB

Ynpasnsiowmn
naptHep MINDSMITH

HATAJIbA
KYPOBCKAA

AHannTuK,
MINDSMITH

CEPrEN
OABbIOOB

Skecnept MINDSMITH,
poueHT [lenapTaMmeHTa
couuonorun HAY BLUS

BJTIATOOAPHOCTb 3KCNEPTAM

Anekcelo 'yceBy
AHacTacum CtapkoBom
Aptemy KanawHukoBy
BukTopy MBaHOBCKOMY
HDeHucy baTtpaHkoBy
OmMmutpuio MaHaHHUKOBY
EkaTtepuHe JleroctaeBomn
EnunsaseTte lNapwunHon
KpuctuHe Paryszoson
Mapuu 3eneHoBon
Hatanuun ®enbamaH

Hatanbe JleanHon
Hatanbe XunmmoH4uk
OkcaHe [leMbsHEHKO
OkcaHe PasymoBon
Onbre XypaBckou
Onbre UrHat4yeHko
Pomany Wanunpo
Pyctamy XanpetanHoBy
CeméHy PoxkoBy
Cepreio bawyk
IOnuaHe YenypHon

ANbSIHC ;
MO 3ALUMTE OETEM
B LIM®POBOW CPELE

AnbsHC No 3awmTe geTen B LMdpoBomn

cpene — nepsoe B Poccun nHgyctpuanbHoe
obbegunHeHne, HanpaBneHHOe Ha co3paHue
OpyXentobHon, KoMGopTHOW 1 6e3onacHom
Ons geten undpoBom cpenbl, CMOCO6HOM

B MOJIHOM Mepe pPacKkpbiTb TBOPYECKUN
NOTEHUWan HOBOro NOKoneHuns. AnbsHC
ocHoBanun 1 ceHTabpa 2021 roga oeBaTb
KpynHenwmx komnaHmum Poccun, paboTatoLmx
B chepe UT n kommyHmkaumm: «BeimnenkKom»,
«lagnpom-Mepuna XonanHr», «JlabopaTtopus
Kacnepckoro», «Mera®on», MTC, VK (paHee
Mail.ru Group), «HaumoHanbHasa Megna Npynna»,
«Poctenekom» un «AHOeKkc».

YneHbl AnbsHca B3ann Ha cebs [obpo-
BONbHblE 0653aTENbCTBA, MPU3BaHHbIE
NoBbIWAaTh LMPPOBYIO rPaMOTHOCTb AeTeN,
poguTenen n Nneparoros, pasBmBaTtb y AeTen
HaBblKM OTBETCTBEHHOIO 1 6€30nacHOro
NOBEAEHUS B UHTEPHETE, EMOHCTPUPOBaTh
WM BO3MOXHOCTUN CO3UJAaTENbHOrO
NCMONb30BaHMS UMOPOBbIX TEXHOMOM N,
dopmMMpoBaTb U NPOABUraTh NO3UTUBHBbIN

n obpasoBaTeNbHbIN KOHTEHT, paspabaTbiBaTb
HOBble MoAXoObl ANS 3alNTbl AETEN

B MHTEPHETE, co3aaBaTb HEOOXOAUMbIE
NHGOPMALIMOHHO-TEXHONOIMYeCckme peLueHmns
ONS 3aLlNTbl MAYHBIX AaHHbBIX, IPOaKTUBHO
BbISIBNSATb W yOansiTb KOHTEHT, KOTOPbIN

MOXET NPUYMHUTb BPEeM 300POBbIO

U pasBUTUIO OETEN.

BaxHoe HanpaBneHne paboTbl AnbsHca —
NMOCTOSIHHbIN OManor C rocyaapcTBOM U
MeXayHapoOHbIMU OpraHu3aumaMu ons
0bbeanHeHNs YCUnmMm nNo 3awmTe neTen

B uMdpoBOM MUpPeE. ANbSHC HaMeEPEH CTaTb
nvaepoM rnobanbHOM koonepawum B chepe
3alWunTbl AeTCTBa B OHNAaNH-Cpeae 1 NnpoasuraTb
Ha MeXAyHapOaHbIX MMoLaaKax pOCCUNCKMe
WHULMATUBBI U MOAXOObl UHCTUTYTOB
rpaxgaHCKoro obuecTBa, TEXHONOrMYECKMX-
N MegmakomMnaHun.

MNoppobHas nHdopmaums o6 AnbaHce
N ero nesTeNbHOCTU AOCTYMNHAa Ha canTe:
https://internetforkids.ru
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